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Notice and Disclaimer

This manual’s sole purpose is to assist installers and/or users in the safe and efficient installation and
usage of the system and/or product, and/or software described herein.

n Before attempting to install and/or use the system, the installer and the user must read this
manual and become familiar with all safety requirements and operating procedures.

* The system must not be used for purposes other than those for which it was designed.

The use of the software associated with the system and/or product, if applicable, is subject to the
terms of the license provided as part of the purchase documents.

This manual describes the maximum configuration of the system with the maximum number of
functions, including future options. Therefore, not all functions described in this manual may be
available in the specific system and/or product configuration you purchased.

Incorrect operation or installation, or failure of the user to effectively maintain the system, relieves the
manufacturer (and seller) from all or any responsibility for consequent noncompliance, damage, or
injury.

The text, images and graphics contained in the manual are for the purpose of illustration and reference
only.

* All data contained herein subject to change without prior notice.

In no event shall manufacturer be liable for any special, direct, indirect, incidental, consequential,
exemplary, or punitive damages (including, without limitation, any and all damages from business
interruption, loss of profits or revenue, cost of capital or loss of use of any property or capital or injury).
All graphics in this manual are for reference only, some deviation between the image(s) and the actual
product may occur.

* All wiring diagrams are intended for reference only, the photograph of the PCB(s) are intended for
clearer illustration and understanding of the product and may differ from the actual PCB(s).
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1. Overview

The Rosslare Enterprises Ltd. AxTraxPro Desktop Client software is a web-based software management
system for use with Rosslare Enterprises Ltd. access control panels. The AxTraxPro access control
system is user-friendly, intuitive, and rich in functionality. Using AxTraxPro, you can configure door
functionality based on areas and time frames for different types of personnel and for varying alarm
situations. This manual is compatible with AxTraxPro software Version V28.0.2.X.

User Types

In the AxTraxPro Desktop Client software the users are divided into four categories. Each category has a
different type of access to the system.

An administrator has full system access by default. An operator can view and/or modify only the
specified system components that they are given. Operators may also be given antipassback, interlock, or
lockdown immunity.

. Only a specified operator can administer and control a lockdown.

Users and visitors are only given access to specified access areas. But they may also be given
antipassback and interlock immunity.

2. Scope

This document contains the procedures to use the Rosslare Enterprises Ltd. AxTraxPro Desktop Client
software. The document includes the following for normal setup and operation and optional functions
and additional setup procedures in the appendices:

Normal Setup and Operation Procedures

A list of the system requirements for the AxTraxProDesktop Client, see System Requirements.
Gives the procedure to install the AxTraxProDesktop Client, see Installation.

Shows the structure of the AxTraxProDesktop Client software, see Getting to Know the Interface.
Gives the procedure to define time frames, see Defining Time Frames.

Gives the procedure to configure a site, see Configuring a Site.

Gives the procedures to add groups, Managing Groups.

AxTraxPro™ v28.0.2.X 8
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* Gives the procedure to add operators, see Adding Operators.

* Gives the procedure to add users, see Managing Users.

°* Gives the procedure to add visitors, see Managing Visitors.

* Gives the procedure to integrate video systems, see Integrating Video Systems.
* Gives the procedure to create status maps, see Creating Status Maps.

® Gives the procedure on how to view reports, see Viewing Reports.

* Gives the procedure on how to see the guard screen, see Viewing the Guard Screen.

Optional Functions and Additional Setup Procedures

* Lists administrator operations, see Administrator Operations.

* Gives the procedure to configure a network, see Configuring a Network.

* Gives the procedure to configure user counters, see Configuring User Counters.

* Gives the procedure to control a door manually, see Controlling the Door Manually.
* Gives the procedure to enrolling a face, see Enrolling a Face from a Terminal.

* Gives the procedure to enroll a license plate, see Enrolling a License Plate.

* Gives the procedure to enroll a fingerprint, see Enrolling a User’s Fingerprint.

* To see the Help menu options, see Help Menu.

* Gives the procedure to open a program in Windows firewall, see Opening a Program in Windows’
Firewall.

* Gives the procedure to troubleshoot a WAN connection problem, see WAN Connection
Troubleshooting.

3. Specifications and Requirements

3.1. AxTraxPro Server and Client

The AxTraxPro system includes both the AxTraxPro Server and the AxTraxPro Client software
applications separately.

Install the AxTraxPro Server on the computer that controls the access control panels and manages the
database.

AxTraxPro™ v28.0.2.X
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A
The computer should be a dedicated PC for the AxTraxPro server with no SQL entity or any
non-Windows service existing or installed on the PC.

A
It is highly recommended that the AxTraxPro Server will be online 24 hours per day.

Install the AxTraxPro client software on any PC from which you wish to access the system. One
AxTraxPro server can serve an unlimited number of AxTraxPro clients.

AxTraxPro is based on a standard Client-Server architecture:
* Only the server connects to the database; the clients gather the information from the server
* Panels are connected to the server using a serial (RS-485) or LAN/WAN communication

* The server runs as a Windows service by default

3.2. System Capabilities

Software Architecture Client-Server
Database Type SQL Server Express 2019

® 30,000 per panel (AC-215IP, AC-215B, AC-225, AC-425)
Max. Number of Credentials * 5000 (AC-215)

° 100,000 (AC-825IP)

Max. Access Groups Based on the maximum number of users, 30,000 x the number of panels
Max. Number of Time Zones 128 (256 with AC-825IP)
Max. Credentials per User 16
Max. Access Control Panels and

. 1023
Expansions

® Timed

Antipassback * Door

Global — across the entire facility

International Holiday Support Up to 64 holidays

AxTraxPro™ V28.0.2.X 10
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Max. Number of Networks

Supported Access Control Panel
Models

Panel Networks Communication
Interface

Communication Speed

Up to 1023 (depending on network topology)

AC-215B, AC-215IP-B

AC-225B, AC-225IP-B

AC-225B, AC-225IP-B with MD-1084B

AC-225B, AC-225IP-B with MD-D02B

AC-425B, AC-425IP-B

AC-425B, AC-425IP-B with MD-1084B

AC-425B, AC-425IP-B with MD-D04B

AC-825IP

R805, S-805, D-805, P-805

Legacy: AC-215, AC-215 (SPV), AC-215IP
Legacy: AC-225, AC-225IP

Legacy: AC-225, AC-225IP

Legacy: AC-225, AC-225IP with MD-1084
Legacy: AC-225, AC-225IP with MD-D02
Legacy: AC-425, AC-425IP

Legacy: AC-425, AC-425IP with MD-1084
Legacy: AC-425, AC-425IP with MD-D04
Serial (RS-232/485)

TCP-IP

A
AC-825IP has TCP/IP only

9600, 19200, 57600, and 115200 bps

AxTraxPro™ V28.0.2.X
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3.3. System Requirements

3.3.1. AxTraxPro Server and Client Requirements

Operating System Windows 8.1, 64-bit Windows 10

CPU

Minimum: Intel core i5, 2.4 GHz or faster processor

Recommended: Intel core i7, 4 cores or more, 2.4 GHz or faster processor

Minimum: 8 GB RAM

Memory
Recommended: 16 GB RAM
Network LAN card required for TCP/IP networking
Hard Disk Space Minimum 4 GB free space, SSD strongly recommended

3.3.2. Microsoft Framework

You must have Microsoft .NET Framework 4.0 or above installed on your PC.

4. Installation

The AxTraxPro installation setup file consists of the following four main components:

AxTraxPro Client

SQL Server

AxTraxPro Web Server

AxTraxPro Server

The AxTraxPro Client is only needed on the main computer; however, it can be installed on
additional computers.

4.1. Downloading the AxTraxPro Installation File

Install the AxTraxPro access control software on the computer that connects to the access control
panels and manages the database.

AxTraxPro™ v28.0.2.X
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To download the AxTraxPro installation file:

—_

Go to http://www.rosslaresecurity.com.

Log in to your account.
Click Download Center in the Quick Links section.

In Product, select the latest Access Control Management Software version.

a & w0 DN

In Document Types, select Software and click Search.
In the search results, you'll see AxTraxPro software.
6. Click the Download icon on the right.

The installation file is downloaded to your computer.

4.2. Beginning the Installation

Once you have downloaded the installation file, you can begin the installation.

To begin the installation:

1. Browse to the downloaded file and double-click it.

2. Click Install after the necessary files are extracted.

AxTraxPro Prerequisite - InstallShield Wizard

- AxTraxPro Prerequisite requires the following items to be installed on your computer.
Click Install to begin installing these requirements.

Status  Reguirement
Pending Microsoft Visual C++ 2008 5P1 Redistributable Package (x38)

nstal || Cancel
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3. Click Next

ﬁ AxTraxPro Prerequisite - InstallShield Wizard

Welcome to the InstallShield Wizard for
AxTraxPro Prerequisite

The Installshield(R) Wizard will install AxTraxPro Prerequisite
on your computer. To continue, dick Mext.

WARMING: This program is protected by copyright law and
international treaties.

4. Click Install.

ﬂ AxTraxPro Prerequisite - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

If you want to review or change any of your installation settings, didk Back. Click Cancel to
exit the wizard.

Current Settings:

Setup Type:
Typical
Destination Folder:

C:'\Program Files (x86) \Rosslarel,

User Information:
Mame:  Rosslare @outiook.com
Company:

Inztallshield

<Back [ sl |  cancel

AxTraxPro™ V28.0.2.X
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5. Click Finish.

ﬁ A TraxPro Prerequisite - InstallShield Wizard *

InstallShield Wizard Completed

The InstalShield Wizard has successfully installed AxTraxPro
Prerequisite. Click Finish to exit the wizard.

6. Select the I agree check box and select which packages to install.

AxTraxPro Requirements:

AxTraxPro Installation Version 2

Operating System E4bit Windows 10, Windows Server 2016 or greater
Minimum: Intel Core 2 4GHz or faster processar

Processor Recommended: Intel Core i7, 4 cores or more, 2.4GHz
or faster processor

" Minimum: 8GB RAM

e Recommended: 16GB
Netwark 100ME Ethemet connection
Hard Disk Space Minimum 8GB free space, S50 strongly recommended

Software of any kind provided with or as part of the product is provided explicitly "as is”, within an
explicit denial of all waranties, expressed or implied (including, without limitation, waranties of
merchantabilty, non-nfringement, or fitness for a particular purpose), but nevertheless, Rosslare
guarantees that the software to be free from defects for a period of ninety (30) days after delivery.
any defect appears within the wamanty period. you can contact Rosslare to receive replacement
software free of charge at the discretion of Rosslare. Rosslare does not wamant and has no
responsibility for the accuracy or completeness of any information, text, graphics, links, or other items
contained within the software.

| agree
Select your installation configuration and press Start button
AxTraxPro Client
AxTraxPro Web Server
AxTraxPro Server

Start Close

AxTraxPro™ V28.0.2.X
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7. Click Start.

AN
This screen remains open in the background as various elements of the software are
installed.

8. Scroll down and read the license agreement.

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT CAREFULLY BEFORE DOWNLOADING OR USING THE SOFTWARE.

BY CLICKING ON THE "ACCEPT" BUTTON, OPENING THE PACKAGE., DOWNLOADING THE PRODUCT, OR USING THE EQUIPMENT THAT
UTILIZES THIS PRODUCT. YOU (1) REPRESENT THAT YOU ARE OF THE LEGAL AGE OF MAJORITY IN YOUR STATE. PROVINCE
JURISDICTION OF RESIDEMCE AMD. IF APPLICABLE. YOU ARE DULY AUTHORIZED BY YOUR EMPLOYER TO ENTER INTO THIS
CONTRACT AND (2) YOU AGREE TO BE BOUMD BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO ALl OF THE
TERMS OF THIS AGREEMENT. CLICK THE "CANCEL" BUTTON AND THE INSTALLATION PROCESS WILL NOT COMTIMUE.

Software License Agreement and Software Maintenance Agreement

1.0  Definitions
1.1  "REL" means Rosslare Enterprises Limited and its affiliates and/or related companies.

1.2 "Documentation” means any information in digital or paper form including datasheets, technical information, information sheets, user
manuals, training materials, bulletins, or other documentation pertaining to the Software.

1.3 “License" means this License Agreement and Maintenance Agreement (including Appendix A where applicable) between the Licensee and
REL.

1.4 "Server" means the computer running the REL server Software operation on a client-server architecture (where applicable).

1.5  "Client” means the computer workstation running the REL client Software which connects to the server to allow operators to use the
Software (where applicable).

1.6 ‘"Licensee" means the person and/or legal entity that is acquiring the right to use the Software from REL in accordance with the terms of
this License, as well as any affiliates and subsidiaries of the Licensee on whose behalf the Licensee is licensing the Software.

1.7 'License Fees" means the fees payable by the Licensee to REL for the right to use the Software.
1.8 "Maintenance Fees” has the same meaning as in the Software Maintenance Terms and Conditions.
1.9 "Maintenance Services” has the same meaning as in the Software Maintenance Terms and Conditions.

111.10 "Software” means the modules and specific items of REL software for which the Licensee has paid the License Fees or acquired the right
to use. "Software” includes any upgrades, updates, and new releases, for which the Licensee has paid the applicable Maintenance Fees
or has acquired the right to use. "Software” includes the Documentation.

| accept the terms in the license agreement QK Cancel

9. Select | accept the terms in the licensing agreement.
10. Click OK.

AxTraxPro™ V28.0.2.X
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4.3. Installing AxTraxPro Client

To install the AxTraxPro Client application:

1. Click Next to begin the AxTraxPro Client installation process.

48 AxTraxPro Client - InstaliShield Wizard X

Welcome to the InstallShield Wizard for
AxTraxPro Client

The InstallShield(R) Wizard will install AxTraxPro Client on your
computer. To continue, dick Mext.

WARMIMG: This program is protected by copyright law and
international treaties.

AxTraxPro™ V28.0.2.X
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2. Click Finish to complete installing the AxTraxPro Client.

£ AxTraxPro Client - InstaliShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed AxTraxPro
Client. Click Finish to exit the wizard.

< Back

e
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4.4. Installing AxTraxPro Web Server

To install the AxTraxPro Web Server:

1. Select | accept the terms in the licensing agreement and click Next.

“[3 Setup - AxTraxPro Web Server version 28.0.0.20 - *

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT CAREFULLY BEFORE ~
DOWNLOADING OR USING THE SOFTWARE.

BY CLICKING ON THE "ACCEPT" BUTTON. OPENING THE PACKAGE
DOWNLOADING THE PRODUCT. OR USING THE EQUIPMENT THAT UTILIZES
THIS PRODUCT. YOU (1) REPRESENT THAT YOU ARE OF THE LEGAL AGE OF
MAJORITY IN YOUR STATE, PROVINCE. JURISDICTION OF RESIDENCE AMD. IF
APPLICABLE. ¥YOU ARE DULY AUTHORIZED BY YOUR EMPLOYER TO ENTER
INTO THIS CONTRACT AMD (2} YOU AGREE TO BE BOUND BY THE TERMS OF
THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THIS
AGREEMENT. CLICK THE "CAMCEL" BUTTON AND THE INSTALLATION
PROCESS WILL MOT COMTINUE.

@I accept the agreement
()1 do not accept the agreement

AxTraxPro™ V28.0.2.X
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2. Click Install.

‘(3 Setup - AxTraxPro Web Server version 28.0.0.20 - x

Ready to Install
Setup is now ready to begin installing AxTraxPro Web Server on your computer,

Click Install to continue with the installation.

< Back Install Cancel

3. Click Finish.

:[:j Setup - AxTraxPro Web Server version 28.0.0.20 -

Completing the AxTraxPro Web Server
Setup Wizard

Setup has finished instaling AxTraxPro Web Server on your computer,

Click Finish to exit Setup.

AxTraxPro™ V28.0.2.X 20
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4.5. AxTraxPro Configuration Tool

Following the AxTraxPro Client installation, a window opens to install the AxTraxPro Configuration Tool.

To install the AxTraxPro configuration tool:

1. Click Next to begin the AxTraxPro Configuration Tool installation process.

48 AxTraxPro Configuration Tool - InstaliShield Wizard X

Welcome to the InstallShield Wizard for
AxTraxPro Configuration Tool

The InstallShield(R) Wizard will install AxTraxPro Configuration
Tool on your computer, To continue, dick Mext.

WARNING: This program is protected by copyright law and
international treaties.

AxTraxPro™ V28.0.2.X
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2. Click Finish to complete installing the AxTraxPro Configuration Tool.

4 AxTraxPro Configuration Tool - InstallShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed AxTraxPro
Configuration Tool, Click Finish to exit the wizard.
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4.6. Installing AxTraxPro Server Software

Following the AxTraxPro configuration tool installation, the AxTraxPro Install Shield Wizard for the
AxTraxPro Server software installation appears.

To install the AxTraxPro Server:

1. Click Next.

ﬂ AxTraxPro Server - InstallShield Wizard ot

Welcome to the InstallShield Wizard for
AxTraxPro Server

The Installshield(R) Wizard wil install AxTraxPro Server on
your computer, To continue, didk Next.

WARMING: This program is protected by copyright law and
international treaties.

AxTraxPro™ V28.0.2.X
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2. Click Finish to complete installing the AxTraxPro Server installation.

: [j Setup - AxTraxPro Web Server version 28.0.1.7

Completing the AxTraxPro Web Server
Setup Wizard

Setup has finished installing AxTraxPro Web Server on your computer,

Click Finish to exit Setup.

4.7. SQL Server Setup

Following the AxTraxPro Configuration Tool installation, a window opens to install the SQL Server.
The AxTraxPro Server operates using an SQL server 2019 database. There are three options to install the

SQL server:

1. Select Default to install Microsoft SQL Server Express 2019.

2. Select Custom to use an existing instance of the SQL 2019 server available on your computer network
with your SQL login credentials.

3. Select Skip to use the current AxTraxPro SQL Server instance.

4.7.1. Default Setup

A
Do not install the SQL server when installing additional AxTraxPro clients that connect to the
AxTraxPro Server database.
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To install the default SQL Server application:

Select Default and click Go.

SOL - Server
Options
(® Defautt - the setup will install the following components:

® SQL Express 2019
® 5QL Express 2019 AxTraxPro Instance
® SQL Express 2019 AxTraxPro1 Database

(O) Custom fthe user can either use an existing instance and database or create a new one)

Instances

Instance Name: Database

Server Mame

{local)

Authentication User Name Password

| Windows Authentication v

(O Skip the SQL Server 2019 installation (does not install SGL Server 2019 and uses instance cumertly associated to AxTraxPro)

Database
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2. A confirmation sentence appears on the lower part of the screen when the process finishes. Click

Done.

SOL - Server
Options
(®) Defautt - the setup will install the following components:

@ SQL Express 2019
® SQL Express 2019 AxTraxPro Instance
® SQL Express 2019 AxTraxPro1 Database

(C) Custom {the user can either use an existing instance and database or create a new one)

Database

Instances

Server Name Instance Name Database

(local)

Authentication User Name Password

——— v]

() Skip the SQL Server 2019 installation (does not install SAL Server 2019 and uses instance cumently associated to A« TraxPra)

Microsoft SQL-Server 2019 Express successfully installed.

3. Click OK.

Installation finished!
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4. Click Close.

AxTraxPro Requirements:

AxTraxPro Installation Version 28.0.1.7

Operating System B4bit Windows 10, Windows Server 2016 or greater
Minimum: Intel Core 2 4GHz or faster processor

Processor Recommended: Intel Core i7, 4 cores or maore, 2 4GHz
or faster processar

Memo Minimum: 8GB RAM

= R 1ded: 16GB
Network 100MB Ethemet connection
Hard Disk Space Minimum 8GB free space, 550 strongly recommended

Software of any kind provided with or as part of the product is provided explicitly "as is", within an
explicit denial of all waranties, expressed or implied {including, without limitation, warranties of
merchantability, non+nfingement, or fitness for a particular purpose), but nevertheless, Rosslare
guarantees that the software to be free from defects for a period of ninety (90) days after delivery.
any defect appears within the wamanty period, you can contact Rosslare to receive replacement
software free of charge at the discretion of Rosslare. Rosslare does not wamant and has no
responsibility for the accuracy or completeness of any ifformation, text, graphics, links, or other tems
contained within the software.

[4] | agree
Select your installation corfiguration and press Start button
AxTraxPro Client
AxTraxPro Web Server
AxTraxPro Server

Start ‘ I Close

4.7.2. Custom

Setup

Select Custom to use an existing instance of the SQL 2019 server available on your computer network
with your SQL login credentials.
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To install an existing instance of the SQL Server application:

1. Select Custom.

A list of existing SQL instances is in the table.

Instances Database
Instance
[b_ SAM-PCT VERITRAX 11.0.2100.60
ILANIT-PC\WERITRAX ILANIT-PC VERITRAX
ROSSLARE1-5RV\BKUPEXEC | ROSSLARE1-SRV |BKUPEXEC | 5.00.5000.00
ROSSLARE1-SRVWWIZSOFT | ROSSLARE1-SRV |WIZSOFT 5.00.5000.00
Server Name Instance Name New Database New
= | | || - [t ]
Authentication User Name Password
|Windows Authentication hd | | | | |

If you do not see the table, you receive the following message instead:

ﬁ

To see all 5QL instances currently installed on the SQL server (locally or remotely],
the service S0L Server Browser must be running.

You need to enable the SQL Server Browser service and start it, and then click Refresh.
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2. Select the instance from the table that you wish to use.
3. Enter all field information as needed.

A setup wizard for the SQL Server 2019 Express opens.

The password must meet the Microsoft SQL Server Strong Password requirements:

* Does not contain all or part of the user's account name
* Is more than eight characters in length

Contains characters from at least three of the following categories:
* English uppercase characters (A through 2)
* English lowercase characters (a through z)
* Base 10 digits (0 through 9)

Non-alphabetic characters (for example: !, S, #, %)

A
* If installed SQL server instance has SQL Server Authentication, installing a new
instance with Windows Authentication is impossible.

® When creating a new instance, be sure that the instance name is different than the
existing instance name.

* The new instance is created with System Administrator rights (User ‘SA’). To create an
instance with limited rights, please ask your DB Administrator.

4. Click Go.

A setup wizard for the SQL Server 2019 Express opens.
4.7.2.1. Using Current SQL Server

Select Cancel to use the current SQL Server instance.

To use the current instance of the SQL Server application:

1. Select Skip the SQL Server 2019 installation.

I:? Skip the SQL Server 2015 installation (does not install SGL Server 2015 and uses instance cumently associated to Ax TraxPro)
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2. Click Go.

The installation continues.

4.8. Firewall Settings

Internal firewall settings may prevent the AxTraxPro Server from connecting to the SQL database or to
panel control units using TCP/IP and remote Server-Client connection.

Contact your system administrator or Rosslare Technical Support for further guidance.

4.9. SQL Server Settings

After installing AxTraxPro, verify that the SQL server service on the computer is running and set to the
required installation.

For more information on SQL server settings, see Appendix Opening a Program in Windows’ Firewall.

If SQL Express 2019 is being installed (part of the installation package), the installation must
be on the same Windows user account that is being used for AxTraxPro.

5. Starting AxTraxPro

AxTraxPro is based on WCF technology. After AxTraxPro is installed on a host PC, the AxTraxPro client is

run via a WAN (Internet) connection.

To run the AxTraxPro client you must define the server and client connections using the AxTraxPro
Configuration Tool.

5.1. Configuring the AxTraxPro host

To set the Host Name for the AxTraxPro host PC:

1. Onthe AxTraxPro host PC, go to C:\Program Files (x86)\Rosslare\AxTraxPro Configuration Tool.
2. Run the AxTraxConfigTool as Administrator.
3. Select the Server tab.
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4. Inthe Host Name field for the Server Connection in the Communication Services section enter the IP
address of the host PC.

AxTraxPro Configuration Tool - 7 X
File
Configuration File: l'; x
Server Services
Glient - Communication Services
Web Server
= Server Connection:
Settings Host Name: |Iu(a|hnsl |
LPR Port: [1001 |
‘WefService.LprService
Server Connection:
Host Name: |Iucalhust |
Port: [1003 |

CA\Program Files (x86)\Rosslare\AxTraxPro Server\AxtraxService.exe.config

5. Click Save
6. Restart the AxTraxPro services.

5.2. Configuring the AxTraxPro client

To set the Host Name in the AxTraxPro PC client:

1. Onthe AxTraxPro client PC, go to C:\Program Files (x86)\Rosslare\AxTraxPro Configuration Tool.
2. Run the AxTraxConfigTool as Administrator.
3. Select the Client tab.
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4. Inthe Host Name field for the Server Services enter the IP address of the host PC.

AxTraxPro Configuration Tool - a7 X
File
Configuration File: t:- H l&‘j x

Server Clients

Client £
Web Server

LPR Services \‘

) Host Name: |Iucalhusl |
Settings

LPR

Server Services 1

{ Host Name: |localhost |

C:\Program Files (x86)\Rosslare’\AxTraxPro Client\Client.exe.config

5. Enter a Port number.
6. Click Save.

5.3. Configuring the AxTraxPro web server
The following procedure configures the AxTraxPro web server to support multiple connections.

To set the IP Address in the Web Server:

1. Onthe AxTraxPro server, go to C:\Program Files (x86)\Rosslare\AxTraxPro Configuration Tool.
2. Runthe AxTraxConfigTool as Administrator.
3. Select the Web Server tab.
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4. Inthe IP Address field enter the IP address of the host PC.

AxTraxPro Configuration Tool

File
Configuration File: Q

Eeirey Web Server

Client

Web Server IP Address: [localhost |

Settings ity Port: 3000 |

LPR APl Port: 3006 ]
SDK IP Address: |127.00.1 |
SDK Port: [1001 ]
Enable WAN: | | o |

. * Make sure the Identity Port number is 3000.

* Make sure the API Port number is 3006.
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5. To use the web server in a wide area network (WAN), select the toggle.

File

Configuration File:

Server
Client

Web Server
Settings
LPR

Ch\Program Files (x86)\Rosslare\AxTraxPro Server\AxTraxService.settings h:i
Web Server
IP Address: localhost
Identity Port: 3000
API Port: 3006
SDKIP Address: | 127.0.0.1
SDK Port: 1001
enablewan: (SN
WAN IP Address: | | @
WAN Port: [0 @
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6. Enter the following:

a. WAN IP Address of the public router.

b. WAN Port of the router.

AxTraxPro Configuration Tool

File

Configuration File:  C\Program Files (x86)\Rosslare\AxTraxPro Server\AxTraxService.settings

i bl

Server
Client

Web Server
Settings
LPR

Web Server

IP Address: |lacalhost

Identity Port: 2000

API Port: |3006
SDK IP Address: |127.0.0.1
SDK Port: [1001

eablewan: [N

WAN IP Address: |84.'I11.11‘\“H‘I

WAN Port: [1111

7. Click Save.

AxTraxPro™ V28.0.2.X
Desktop Client User Guide

35



5.4. AxTraxPro Configuration Settings

To set the AxTraxPro settings:

1. Onthe AxTraxPro client PC, go to C:\Program Files (x86)\Rosslare\AxTraxPro Configuration Tool.
2. Run the AxTraxConfigTool as Administrator.
3. Select the Settings tab.

File
Configuration Filet C\Program Files (x86)\Rosslare\AxTraxPro Server\AxTraxService.settings |_' (= h,:lj

Server Ini Settings
Client
Web Server server |(local\AxTraxPro |
- database |AxTraxPru‘\ |
Settings :
LPR Integrated_Security “
user_id [sa ]
password |Bod33]en177hal |

Encrypt [_] OFF
TrustServerCertificate [T o

MinPoolSize [10 |
MaxPoolSize [1000 |

ConnectTimeout [100 |

First Run [ on |

Connection String
Data Source=(local)\AxTraxPro;Initial Catalog=AxTraxPro;Integrated Security=True;L:
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4. Enter the server.
5. Enter the database.
6. To use integrated security, select the Integrated_Security toggle.
7. Enter a user_id.
8. Enter a password.
9. To use encryption, select the Encrypt toggle.
10. To trust a server certificate, select the TrustServerCertificate toggle.
11. Enter a MinPoolSize.
12. Enter a MaxPoolSize.
13. Enter a ConnectTimeout.
14. To use first run, select the First Run toggle.
15. Enter a Connection String.
16. Click Save.
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5.5. Starting AxTraxPro

This section explains how to start the AxTraxPro Access Control System and to Sign In.

To start the AxTraxPro:

1. Double-click the AxTraxPro Client icon (H) on the desktop or select the program from the Rosslare
Enterprises Ltd. folder in the Start menu.

AxTraxPro Access Control System

administrator

Password

Frivacy policy - Tems & condiions

Rosslare Security Products. Inc. 280026

2. Enter an Operator name.
. The default Operator name is administrator.
3. Enter a Password.

. The default Password is admin.
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4. Click OK.

A
If the AxTraxPro server is disconnected, the following image is shown
AxTraxPro server, see Configuring the AxTraxPro host.

. To connect to the

P TraxPro >

| server was disconnected. Client will be closed.
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6. Getting to Know the Interface

The Rosslare AxTraxPro Desktop Client is a web browser interface to manage Rosslare Enterprises Ltd.

access control panels.

The following image and table describe the Rosslare AxTraxPro main window.

[ Ax

File

TraxPro
Tools  View Window

axPro

Hierarchic View

- X

EE

(] AxTraxPro

[ i';“- AC Networks
9 Biometrics
; Video Integration

f'.;(?'l'\mmg
::: Groups E 5

- § Users

£Bas 2

|
[ AxTraxPro

£ Operators
m Status Map
B Reports
Events ramm X
-9 W25 E P 2
Date/Time Location Event Details ~
H 22/11/2022 08:18:56 T\Panel AC-825IP\Reader 2 Access Denied - Unknown code (Primary Reader Type) Card : 127, 000000000D01099
[l |22/11/2022 08:18:39 1\Panel AC-825IP\Reader 2 Access Denied - Unknown code (Primary Reader Type) Card : 127, 000000000001063 v

.! Connected |2?J11/20?_2 08:18

1 Menu Bar
2 Toolbar
3 Hierarchic View

4 Display Area

The Menu Bar controls the software’s general operation and setup.

The main toolbar consists of icons for the key tasks required in managing access control
across a facility. The available icons change according to the view selected.

aa o : :
Lockdown shortcuts are available in all table views, see Using
Lockdown Groups for the different lockdown group operations.

The Hierarchic View or tree view allows users to configure, monitor, and control every
aspect of access control.

The Display Area displays all items within the selected Tree View element. It also provides
options to add, edit, or delete* items manually without opening the detailed element
windows.

In addition, the Display Area provides various system updates.
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The Event Log displays a detailed log of every time access was granted or denied for
every door on the site, as well as when inputs and output are opened or closed. The event

5 Event Log . ) . . .
log toolbar consists of icons allowing the user to monitor potential door tamper or forced
entry attempts. These warnings are logged and displayed as internal system warnings.

6 Status Bar The Status Bar displays server connection status and the server time.

*To delete an item, select it in the Display Area and click the x icon on the Toolbar. The
Delete key on the keyboard is not supported for all items.

7. Defining Time Frames

The AxTraxPro software can manage an access control system that is located in a geographic area
different than for the server. Time frames can be specified for the system.

7.1. Adding Time Zones

A time zone is a group of periods within a week. Door access rights, as well as alarms and input and
output behavior, can all be set to behave differently for each time zone. Many operations can be
automatically enabled or disabled within a selected time zone.

The Time Zone Properties window displays the selected periods for each day of the week.

AxTraxPro™ v28.0.2.X
Desktop Client User Guide

41



To add a new time zone:

1. Inthe Tree View, select Timing > Time Zone.

2. 0On the toolbar, click the + icon.

Sunday Manday Tuesday | Wednesday | Thursday Friday Saturday Holiday | +

Enter a name for the time zone.
Click and drag the mouse down a day column to select a time interval.
Right-click the selected area and select Create.

Right-click the selected area again and select Properties to fine tune the time frame and then click OK.

N o o &~ w

Repeat Steps 4 to 6 for each day. Up to 16 intervals can be added per day.
AN
You can move a defined time zone to a different day and time using drag and drop.
8. Click OK when all of the time zones are defined.

AN
AC-215A control panel can support up to 8 time intervals for each day.
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7.2. Adding Holidays

You can add and define annual holiday dates on which it is then possible to set special access behaviors.

There are two ways to add holidays:
* Add a known national holiday(s)

* Add a new holiday

To add a national holiday:

1. Inthe Tree View, select Timing > Holidays.

2. 0On the toolbar, click the icon.

Select holidays to import

M

[|Christian Religious Holidays
Colombia

[|Costa Rica

Croatia

[[]Czech Republic

0K

3. From the list, find the relevant country and either:

a. Select the main check box to select all holidays for that country.

b. Expand the check box and select which holidays to add.
4. Click OK.
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. To add a new holiday:

1. Inthe Tree View, select Timing > Holiday.

2. On the toolbar, click the + icon.

|M|
Description

Holiday 3

Enabled

Date 3/ 772018 @
Every Year

[ ok ][ Cancd

In Description, enter a name for the holiday.

Select Enabled to enable the holiday.

Use the Date drop down to select the holiday’s date.
Select Every Year to repeat the date yearly.

Click OK.

N e @ S @

8. Configuring a Site
The access control site includes one or more access control networks. An access control network can

contain one or more access control panels, The AxTraxPro PC client communicates with each access
control panel in the network.

. When adding a network, you must select the type of access panels that are in the network.

AxTraxPro™ v28.0.2.X
Desktop Client User Guide

44



8.1. Adding a Network for AC-215x, AC-225x, and AC-425x
Panels

To add a network for AC-215x, AC-225x, and AC-425x panels:

1. Inthe Tree view, select AC Networks.

2. 0On the toolbar, click the + icon.

Metwork |
General Options

Description
12345674

MNetwork 1

Enabled

AC Type
|AC-215/215IP/AC215B/225/225B/425/4258  ~ |
Network Type

[Serl 7

Serial Metwork

COM Port

[ v
Speed

600 7]

3. In Description, enter a name for the network.

4. Select Enabled.

A
If Enabled is not selected, communication to panels on the network is halted.

5. In AC Type, select AC-215/215IP/215B/225/225B/425/425B.
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6. In Network Type, select the network type and set the connection settings:
a. For serial, select the correct COM port and speed.

b. For a TCP/IP network, enter the IP address, select the port and speed, and select whether the
network is WAN or LAN.

7. If you do not know the connection settings:

a. For a TCP/IP connection, click Configuration to locate the hardware on the local network.

See Configuring a Network for the procedure to configure an access control network. Check with your
system administrator for more information or contact Rosslare technical support.

. Access control panels connect to a TCP/IP network via an MD-N32 Serial to Ethernet
Gateway or by using the onboard module in the AC-225IP or AC-425IP. Refer to the relevant
hardware installation guides for more details.

8. For all types of networks, set the DIP switch on the access control panel hardware to match the
diagram at the top of the screen.

. After changing the DIP switch, make sure to power down and then power up the panels.
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9. Inthe Network window, select the Options tab.

Metwork n‘

Genersl Options

(®) Panel netwark uzsing AxTraxPro Servertime zone
() Panel netwark using different time zone

10. To use the time zone of the AxTraxPro Server for the panel network, select Panel network using
AxTraxPro Server time zone (default), and then continue to Step 13.

11. To select a different time zone for the panel network, select Panel network using different time zone.
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12. Select the Custom Daylight Savings checkbox.

Metwork
General Options

() Pamel network using Ax TraxPro Server time zona
(®) Panel network using different time zone

Netwerk's Time Zone
Select Time Fone (Windows Date and Time)
| (UTC+02-00) Jerusalem
[+] Custom Dayight Savings
Daylight Savings Date/Time

Dizndight Time
hhvmm [ Every Year
Start DST fime) Stop DST tima)
00:00 Ii| hhmm 00:00 | hhm
Start DST (date) Stop DET idate)
014062021 S (01/06/2021 B |
Mew QK Cancal

13. Set the Daylight Saving Time definitions according to the field descriptions in the following table:

Field

Daylight Time
Start DST (time)
Stop DST (time)

Every year

Start DST (date)
Stop DST (date)

Description

Select the new hour at the time that daylight saving time begins.

Select the hour that daylight saving time begins.

Select the hour that daylight saving time ends.

Select Every year to set a day in one of the weeks of a defined month to automatically

begin and end daylight saving time every year.

Clear Every year to set a date for one-time setting of the beginning and end of daylight

saving time. In this case, a new date must be set each year.

If Every year is not selected, select the commence date for daylight saving time.

If Every year is not selected, select the end date for daylight saving time.

14. To save this network/panel and to add another panel, click New.
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15. To save this network/panel and exit OK.

8.2. Adding an Access Control Panel to an Existing Network

You can add an individual panel using the Tree View.

To add an individual panel:

1. Inthe Tree View, click AC Networks.

2. Select an available network.

3. On the toolbar, click the + icon.

Panel Properties n
General | Anipassback | Options

Description Panel Address .
= o [t
£ Enabled [[] Hide events on this PC

Panel Type Firmware Version w

1 Reader per Door ac2258v05_00_01

Hardware Type Bootloader Version

AC-225 B MD-10848 bil_Rev.B v04_00

Input Functions Output Functions

Input 1 Door 1 REX Output 1 Door 1

Input 1A Door 1 Monitor Output 1A General pumose

Input 2 Door 2 REX Output 2 Doar 2

Input 24 Door 2 Morstor Output 2A General pumase

Input 5 Spare Input § Output 5 General puposs

Input & Spare Input & Ouitputt 6 General pupose

Input 7 Spare Input 7 Output 7 General purpose

Input 8 Spare Input B Ouitputt 8 General pupose

Input 3 Spare Input 5

£

Test Hew OK || Cancel

4. To add the panel and to configure it, select OK.
5. To add the panel and to configure it at this time, select New (see Configuring AC-215x, AC-225x, and

AC-425x Panels for the panel configuration procedure).

8.3. Searching for Existing Access Control Panels

It is possible to search for panels over the access control network using the Find Panels option.
AxTraxPro finds all connected panels in the network and checks them. Panels can then be quickly
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activated and updated.

To search for existing panel on the network:

1. Inthe Tree View, expand the AC Networks element and select a network.

2. On the toolbar, click the t icon.

i[H AxTraxPro

Find Panels

Panel Status

Connected

>
Fimware:

ac825v03_01_

x805v04_03_03

Mot responding

Description Hardware 1D
B [ 1\Panel AC-825IP AC-B25IP
] |5 |1\Panel 5 D-805
]

1\Panel 13 P-805

Find Panels

A The Find Panels process completed.

Find Panels

Connected

x805v04_03_0:

i} Connected | 09/05/2021 08:07

. Once the detection process is complete (this may take a few minutes), the display shows
all of the detected panels and their corresponding information.

3. Select the panels that you wish to add and click Add Panels.

The selected panels then appear in the Tree View under current network.

. To configure the panel see Configuring AC-215x, AC-225x, and AC-425x Panels for the panel

configuration procedure.
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8.4. Adding a Network for an AC-825IP Panel

To add a network for an AC-825IP panel:

1. Inthe Tree view, select AC Networks.

On the toolbar, click the + icon.

In Description, enter a name for the network.
Select Enabled.

In AC Type, select AC-825IP.

a > DN

I Metwork

General  Cptions

Description
Network 8 |
Enabled
AC Type AC-825IP Panel
AC-B25IF v|  Method
MNetwork Type |Star1dard e |
Type
TCP/IP w
| 1 Reader per Doar w |
Hardware Version
AC-B25IP v
TCP/IP Network
IP Address Primary Part Secondary Port
| o H [ 7]

Direct MAC address
|m:m:m:m:m:m

| Conrfiguration... |

New | OK || Cancel
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6. Inthe AC-825 Panel area:
a. From Method, select Standard or OSDP only.
b. From Type, select if the panel is 1 or 2 readers per door.

c. From Hardware Version, select whether this is an AC-825IP panel or one of its expansions
(R/S/D/P-805).

. Once these parameters are chosen, they cannot be changed.

7. Enterthe IP address, the primary port, MAC address.

8. If you do not know the connection settings, click Configuration to automatically locate the hardware
on the local network.

For more information on how to configure a TCP/IP connection, see TCP/IP Connection. Check with
your system administrator for more information or contact Rosslare technical support. Clear Enabled
if you want to halt communication to panels on the network.

. Access control panels connect to a TCP/IP network using the onboard module in the AC-
825IP. Refer to the AC-825IP Hardware Installation and User Manual for more details.

9. Click OK.

8.4.1. Changing the Network IP Address

To change the network IP address:

1. Inthe Tree View, expand the AC Networks element.

2. Inthe Table View select a network.

3. On the toolbar, click the F' icon.
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4. Enter the new IP address.

Metwork H

General  Options

Description

[ Network 1
Enabled

AC Type

AC-B25IP w

Metwork Type
TCR/IP w

Method
|Standand |

TCP/IP Network
IP Address Primary Port Secondary Port
1192.168. 10 . 86 | 45555 B [s5556 =

Direct MAC address
IFB:BC:41 - 00 : 9F : C5

| Configuration... ‘

New || OK | Cancel |

5. Click OK.

There can be only one AC-825IP panel in a network. However, you can add one expansion board to the

AC-825IP panel (see AC-825IP for the procedure to add an x-805 expansion board) or up to 12 extensions
using RS-485.

8.5. Configuring AC-215x, AC-225x, and AC-425x Panels

Every network is a cluster of access control panels. In its standard form, each access control panel can
be configured as either one or two readers per door. Each of the AC-215x and AC-225x panels has two

readers and can be configured as a one or two-door panel. Each AC-425x panel has four readers and can
be configured as a two or four-door panel.

When using an optional MD-D02 (supported by AC-225x) or MD-D04 (supported by the AC-425x) reader
expansion board, each panel has four or eight readers and is configurable as such.
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Use two readers per door when one door acts as both the entrance and exit to an area of the site. When

only an entry reader is required, use one reader per door.

For example:

* Use configuration with two readers per door set to IN and OUT to produce attendance reports.

* Use one reader per door configuration to control one door with an IN reader only (premises will be
exited using a Request-to-Exit (REX) switch or a mechanical door handle only).

. When there is communication with the panel, the Tx and Rx LEDs flash.

1. Inthe Tree View, expand the AC Networks element and select a network.
2. Select the row for a panel

Table View

EngraxPro lg‘+ﬁx
Bty AC Networks
Bl Network2 Enable Description Address Type Hardware Version Status
i BT 2\Panel AC-2251P |1\Pan=| 1 |1 \2 Readers per Door \Ac-m Metwork inactive
-816 Interlock Groups \Panel 2 2 2 Readers perDoor  AC-215 Network inactive
553 Network 3
=N o lcenam network

3. Onthe toolbar, click the + icon.
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4. Inthe Panel Properties window, select the General tab.

Panel Properties n
General  Antipassback | Options

Description Panel Address .

o ), it
(4] Enabled [[] Hide on this PC

Paned Type Firmware Version w
1 Reader per Door Bac2258v05_00_01

Hardware Type Bootloader Version

AC-225 B MD-10848 bil_Rev.B v04_00

Input Functons Output Functions

Input 1 Door 1 REX Output 1 Door 1

Input 1A Daor 1 Monitor Dutput 1A General pumose

Input 2 Door 2 REX Output 2 Door 2

Input 24 Door 2 Monitor Dutput 24 General pupose

Input 5 Spare Input 5 Output 5 General pupose

Input & Spare Input & Output 6 General purpose

Input 7 Spare Input 7 Output 7 General puposs

Input 8 Spare Input B Ouitputt 8 General pupose

Input 3 Spare Input 5

£

Test New || oK Cancel
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5. Configure the panel according to the fields described below.

Description Type a description for the panel

Type an address number for the panel
Panel Address
The network's address appears to the left of the panel address. Valid entries are 1-32.

Select to activate this panel
Enabled
Clear if the panel is not connected

Hide events on this . o .
Select to hide events originating from this PC

PC

Panel Type Select one or two readers per door

Hardware Type Select the appropriate panel hardware type
Firmware Version The field displays the current firmware version

Bootloader Version The field displays the current bootloader version
Inputs Displays the input connections for the panel
Outputs Displays the output connections for the panel
Click to test if that the panel is correctly connected to the server.

The Test Panel window displays hardware details, including hardware type, firmware,
and bootloader versions, and indicates whether a reader or 1/0 expansion board is
installed on the panel.

Test
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6. Click Test.
Hardware 3'Panel 2 n
Firmware Version: acZ225Bv05 00 01
Bootloader Version: btl_Rev B v04_00
Hardware Type: AC-225 B
Supervised Inputs: Yes
Board: MD-I084B
Add Board | Close
AN
If an expansion board is connected to the access control panel, it appears under “Board”,

and an Add Board button is visible (see Adding an Expansion Board).

7. Click Close.

8. Inthe Panel Properties window, select the Antipassback tab.

Panel Properties =]
Artipassback | Options
Artipassback Severity
Automatic Antipassback Antipassback Severity
[Ne'\rer ~ @ Hard (alarm and access denied)
() Soft (alam only)
IN Readers: QUT Readers:
[ Reader 1 [ Reader 2
Test | [ New |[ ok |[ Cancel
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9. Set the Antipassback behavior according to the field descriptions below.

. . From the Automatic Antipassback dropdown, select the time zone for door
Automatic Antipassback )
antipassback rules to apply.
L]

Hard - An event is generated and the door does not open
Antipassback Severity

Soft — An event is generated and the door opens

From the IN/OUT readers list, select the checkboxes to apply antipassback
In/Out Reader List restrictions to the readers as needed. The reader antipassback is enabled
when the checkbox is selected.

10. Inthe Panel Properties window, select the Options tab.

Panel Properties n

General Antipassback Options

Events Fitter
Select reported events
Full Upload
Start... Re-upload all events from panel memarny

Test || New || OK || Cancel

11. Set the recording events behavior according to the field descriptions below.

Click Select to open the Events Filter and select the events that this panel
should record. Set the filter's operation method:

Events Filter D
In the default configuration, some events are filtered and
may not be seen in the Events view.
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Field Description

Full Upload

Click Start to re-upload all events from panel memory. Use the option only
after consulting Rosslare's Technical Support.

A full upload can take up to 3 hours.

12. Click OK.

8.6. Configuring an AC-825IP Panel

1. Inthe Tree View, expand the AC Networks element and select a network.

2. Select the row for the 825IP panel

A EX

Address

Hardware Version Status

OSDP Secure Mode Downloads

Enable Description
Panel AC-825IP |

3. Onthe toolbar, click the |#=| icon.

4. Inthe Panel Properties window, select the General tab.

Panel Properties

Description

General  Antipassback  Options

[14Panel AC-8251P

[1 Enabled
Panel Type

Hardware Type
AC-825IP

MCU Type

VG

2 Readers per Door

Panel Address
1 L =
[ Hide events on this PC

Firmware Version

Bootloader Wersion
btl_ac825_02_00

Imput
Input 1A
Input 18
Input 24
Input 28
Input 34
Input 3B
Input 44
<

Functions

Door 1 REX

Door 1 Monitor
Spare Input 2A
Spare Input 2B
Door 2 REX

Door 2 Monitor
Spare Input 4A

Cutput Functions
COutput 1 Door 1

Qutput 2 General purpose
Cutput 3 Door 2

Qutput 4 General purpose

Cutput 5{050P)  Door 3
Cutput 6{0SDF)  General purpose

OK

|| cancel
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5. Configure the panel according to the fields described below.

Description
Enabled

Hide events on this
PC

Panel Type
Hardware Type

Firmware Version
Bootloader Version

MCU Type
Inputs

Outputs

Test

6. Click Test.

Type a description for the panel
Select to activate this panel

Clear if the panel is not connected
Select to hide events originating from this PC

Describes if the doors have 1 reader per door or 2 readers per door
Describes the control panel hardware type
Describes the the current firmware version

Upon selection of the hardware version, the field displays the current bootloader
version

Describes the AC-825IP MCU type

Displays the input connections for the panel

Displays the output connections for the panel

Click to test if that the panel is correctly connected to the server.

The Test Panel window displays hardware details, including hardware type, firmware,
and bootloader versions, and indicates whether a reader or I/0 expansion board is
installed on the panel.

Hardware 3'Panel 2 n

Firmware: Version:
Bootloader Version:
Hardware Type:
Supervised Inputs: Yes
Board:

| Add Board |

ac225Bv05_00_01
bil_Rev B v04 00
AC-225B

MD-1034B

If an expansion board is connected to the access control panel, it appears under “Board”,

and an Add Board button is visible (see Adding an Expansion Board).

7. Click Close.
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8. Inthe Panel Properties window, select the Antipassback tab.

Panel Properties H

General Options
Antipassback Severity
Automatic Antipassback Antipassback Severty
Never it (® Hard {alam and access denied)
() Soft (glarm only)
IN Readers: OUT Readers:
[ Reader1 [ Reader 2
[] Reader 3 [] Reader 4
[] Reader 5 [] Reader &

o | [ Carnl

9. Set the Antipassback behavior according to the field descriptions below.

Field | Description

From the Automatic Antipassback drop down, select the time zone for door

Automatic Antipassback .
antipassback rules to apply.

® Hard - An event is generated and the door does not open

Antipassback Severity
® Soft - An event is generated and the door opens

From the IN/OUT readers list, select the check boxes to apply antipassback
In/Out Reader List restrictions to the readers as needed. The reader antipassback is enabled
when the check box is selected.
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10. Inthe Panel Properties window, select the Options tab.

Panel Properties
General  Antipassback Options

Events Fitter
Select... Select reported events

Full Upload

Start... Re-upload all events from panel memary

Door Interock
() Door 1 [ Door 2

) Door3 ] Door 4

[ Door 5 ) Doer &

Severity
Corfiguration

Test

oK

Cancel
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11. Set the recording events behavior according to the field descriptions below.

Events Filter

Door Interlock

Severity

Click Select to open the Events Filter and select the events that this panel
should record. Set the filter's operation method:

A
In the default configuration, some events are filtered and
may not be seen in the Events view.

This option is only visible when the panel is configured with at least two
doors.

Select the check boxes to apply the Door Interlock rule to the relevant doors.

A maximum of 10 readers can be defined with a door interlock rule when a D-
805 extension is connected to an AC-825IP panel’s expansion slot.

A
When using a rule, be sure that it does not conflict with an
existing interlock group (see Interlock Groups).

A
If you are configuring both antipassback and door interlock
features, you must configure the antipassback feature first.

A
If reader was set in Card+Card mode, this function does not
work in an AC-225 or an AC-425 panel.

Click Configuration to set the severity type of the configuration log.
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12. In the Panel Properties window, select the Inventory tab.

Panel Properties

Serial rumber
0

Part number

U]

Production lacation
0

Hardware version
0

Eoftware version

0

Wendor code

Fanel's MAC address

Production assembly date

General  Antpassback  Opfions  QSDP-SC  Inventory

OK

Field | Description

Unique board number
Panel's MAC address

Card type - App can identify
card type

Production assembly date
Production location
Hardware change
Software version

Vendor code

13. Click OK.

8.6.1. OSDP-SC Tab

Serial number

MAC address
Part number

Production assembly date
Production location
Hardware version
Software version

For OSDP use

This procedure is for peripheral devices with Open Supervised Device Protocol (OSDP). AC-825IP control

panels support OSDP communication with x-805 expansions units (R/S/D/P) and 3 OSDP readers.
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. An AC-825IP control panel can use two peripheral devices connected to the OSDP bus. The
addressees for the readers must be set to 13 and 14.

. The installer key (default) is used to start the OSDP-Secure Channel security configuration
procedure.

1. In the Panel Properties window, select the OSDP-SC tab.

2. Select a security mode in the list box.

Panel Properties H

General Antipassback Options OSDP-SC  nventory

QSDP-SC

MNon-Secure v

Key Generation
Auto generated unigue key
Type custom key

| Reauest | | Ay |

oK || Cancel

. The available security modes are:

Non-Secure: used where no authentication is necessary

Secure: used for OSDP-Secure Channel

Default key - Installation mode: used to start with the secure channel communication
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Method 1: Auto Generated Unique Key:

1. Select Auto generated unique key for a Key Generation method.

Panel Properties
General Antipassback Options OSDP-5C  jnventory

QSDP-EC

Secure ~

Key Generation
(® Auto generated unigue key

() Type custom key

Request | | Apply

ok | [ cancel

A random and unique key is generated each time this procedure is done.

A
It is recommended to copy and paste the key to a secure location

2. Click Apply.
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Method 2: User Provided Custom Key:

1. Select Type custom key for Key Generation method, type the key in the Enter key box.

Panel Properties
General Antipassback Options OSDP-5C  Inventory

QSDP-5C

Secure v

Key Generation
() Muto generated unigue key
(® Type custom key
Enter key (for example, 1234567850ABCDEF1234567850ABCDEF )

| Request

| Aoply

oK

| | Cancal

2. Click Apply.

Make sure to enter a 128-bit key as hexadecimal number.

Installation Mode to Start Secure Channel Communication

When it is necessary to reconfigure a reader use the Secure - default key (Installation mode) to reset the

reader.

A
When the Default key - Installation mode is selected all applicable hardware must be set to

installation mode.
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1. Select Default key - Installation mode for a Security method.

. After selecting a default key the communication is not secure. This is because the default
key is a public non secured installer key.

Panel Properties

General  Antipassback Opfions O0SDP-SC Inventary

QSDP-5C

Default key - Installation made ~

Aula generaled unique key
Type custom key

ok || Cacal

2. Click Request.

3. Click Apply.

4. Set OSDP with Method 1: Auto Generated Unique Key:.
or

5. Set OSDP with Method 2: User Provided Custom Key:.
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8.6.2. Inventory Tab

1. Inthe Panel window, select the Inventory tab.

Panel Properties

Serial rumber
0

Part number

0
0

0

Scftware version
o

Wendor code

Fanel's MAC address

Production assembly date
Production location

Hardware version

General  Antpassback  Opfions  QSDP-SC  Inventory

OK

Cancel

Serial number

Panel's MAC address

Part number

Production assembly date
Production location
Hardware change
Software version

Vendor code

2. Click OK.

8.6.3. Interlock Groups

Serial number

MAC address

Part number

Production assembly date
Production location
Hardware version
Software version

For OSDP use

For AC-825IP panels, interlock groups can be defined. A group of doors can be selected to be activated in

the interlock method, meaning only one door can be opened at a time.

A maximum of 5 doors can be defined per group.

A door can be selected to up to 5 different interlock groups.

A timer can be defined in case that interlock mode has been activated following door closing. All doors of
the group are disabled for that period of time.
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A
When defining an interlock group, be sure that it does not conflict with an existing interlock
rule, see Door Interlock.

To add an interlock group:

1. Inthe Tree view, expand an AC-825IP network.

2. Select Interlock Groups.

3. Onthe toolbar, click the + icon.

Interlock Group
Descniption Lock Time
InterlockGroup 0000 *[v/| (minsec)
Available Doors Selected Doors
T\Fanel AC-8251P\Door 1 2>

1\Panel AC-82517\Door 10
1\Panel AC-82517\Door 2

1\Panel AC-8251P\Door 3 €
1\Panel AC-8251P\Door 4
1\Panel AC-8251P\Door 5
1\Panel AC-8251P\Door 6
1\Panel AC-8251P\Door 7
1\Panel AC-8251P\Door 8
1\Panel AC-8251P\Door 3

“Mote: Disabled doors cannot be selecied because they are being used in other context

4. Select and move the desired doors from Available Door to Selected Doors using the arrows.
5. Click OK.

The window closes and the new interlock group appears in the Display Area.

8.7. Adding a Peripheral Device to an AC-825IP Panel

To add a peripheral device to an AC-825IP panel:

1. Inthe Tree View, expand the AC Networks element and select a network.

2. Select the row for the AC-825IP panel.
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[ AxTraxPro

File Tools View Window Help

AC Networks\Network 1

EEE] AP
45 AC Networks
© Ok Network1

B 1\Panel ACR25IP
| interlock Groups
@t Network2

ot Network 3
4 Networkd
4 Network 5
it Network 6
4 Network 7
5 Biometries

Table View x
£maa Exroe s
. Enable Deseription Address Type Hardware Version Status Downloads (OSDP Security Mode
1\Panel AC-825IP 1 2 Readers per Door AC-825IP Connected

3. On the toolbar, click the t icon.

. When the search is complete (this may take a few minutes), the following message is
shown.

Find Peripheral Devices

‘ The Find Peripheral Devices process completed.

oK

. Then the display shows all of the peripheral devices and their corresponding information.

Find Peripheral Devices

The search can take up to 2 minutes. During this time, no access operation is possble. Links to the connected panel will not work

Address Descrption Hardware PD Model Status Fimware version Panel Type. Select Al
[l = 1\Panel AC-825IP ACB25IP Comnected ac25v04_00_01 1 Reader per Door Sect N

1O [@ [« 1\Pans| AC-825/F \Reader 505DF) OSDF Reader 5 ATKI5 Connected | SckcNone |

| O | 1\Panel AC-825IP\Reader 6I0SDP) 0SDP Reader & Unknown Mot responding
Please wait

Add Peripheral device Close
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4. Select the peripheral devices to add.
5. Click Add Peripheral device.

The selected peripheral devices appear in the Tree View under the current panel.

8.8. Adding an Expansion Board

8.8.1. AC-225x and AC-425x

For the AC-225x panels, you can add one MD-D02 or MD-1084 expansion board per access control panel.
For the AC-425x panels, you can add one MD-D04 or MD-1084 expansion board per access control panel.

To add an expansion board:
1. Power down the panel.

2. Plug the expansion board into the panel and repower the board supply.

3. Inthe Tree View, expand the AC Networks element and select a network.

4. On the toolbar, click the Fl icon.

Panel Properties n
General  Antpassback Options

Description Pamel Address 4
|3\Panel 2 3 \ 2 E ||Mun
Enabled [[] Hide events on this PC

Panel Type: Firmware: Version w_,

1 Reader per Door v ac2258v05_00_01

Hardware Type Bootioader Version

AC-225 B MD-I0848 v bil_Rev B v04_00

Input Functions b Ouitput Functions

Input 1 Door 1 REX Outputt 1 Door 1

Input 1A Door 1 Morstor Output 1A General purpose

Input 2 Door 2 REX Ouiput 2 Door 2

Inpit 24 Door 2 Monitor Output 24, General purpose

Input 5 Spare Input 5 Output 5 General purpose

Input & Spare Input & Output & General purpose

Input 7 Spare Input 7 Output 7 General purpose

Input 8 Spare input & Outpust 8 General purpose

Input 9 Spare Input § L
| £ >

Test New || Ok || Cancel
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5. Click Test.

Hardware 3'Panel 2

Firmware Version:
Bootloader Version:
Hardware Type:
Supervised Inputs:
Board:

| Add Board |

acZ225Bv05 00 01
btl_Rev B v04_00
AC-225B

Yes

MD-1084B

6. Click Add Board.

After a few moments, the following confirmation appears.

Board MD-1084E found. Do you want to insert the board?

ok || cancel

7. Click OK.

The window closes and the new panel appears in the Display Area.

AN
To remove a board from a panel, you must delete the panel from the database.

8.8.2. AC-825IP

For the AC-825IP panel, you can add an x-805 expansion board.

AN
Only one expansion board can be added per access control panel.

To add an expansion board:

AxTraxPro™ V28.0.2.X
Desktop Client User Guide

73



1. Power down the panel.

2. Plug the expansion board into the panel and repower the board supply.

. To add an AC-825 with D-805 expansion board in a daisy chain topology, it is necessary to
specify the AC-825IP D-805 configuration. This configuration will not be added
automatically.

Once the AC-825IP panel is connected, you will see in the Hardware Version column in the Tree View
that the expansion board was installed.

Hardware Version
AC-825IP D-805
R-805
D-805

. To remove a board from a panel, you must delete the panel from the database.

8.9. Deleting a Panel

To delete a peripheral device:

1. Inthe Tree View, expand the AC Networks element.
2. Expand a network and expand a panel

3. Select the row for the panel to delete.

4. Click x

5. Click Yes.
. The Events log, will show Succeed for the panel that was deleted.

8.10. Configuring a Reader

A panel can be connected to two, four, or eight readers, when the MD-D02 or MD-04 extension boards are
connected.
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8.10.1. General Tab

1. Inthe Tree View, expand the AC Networks element and select a network.

2. Select a panel and select a reader.

3. Select the row for a reader.

AC Networks\Network 1\1\Panel AC-825IP\Readers

Table View

£BAS- eES
ks Network 1 Description Diection Operation Mode
B8 NPanel 825 | [ n %
B Do \Panel AC-225P\Reader out | Caa only
- T\Panel AC-8251P\Reader 3 in | Card Only
T\Panel AC-825IP\Reader 4 out | Card Only
_ G AC Links \Panel AC-825/P\Reader 5(0SDP) i | Card Only
i Interlock Groups 1\Panel AC-825IP\Reader 6(0SDP) out | Card Only.
Dletork

4. On the toolbar, click the Iﬂ icon.

5. Inthe Reader window, select the General tab.

Reader

General QOptions  Access Event

Details

Description Single Operation Mode

1\Panel AC-825IP"Reader 1 | |cad only v

[7 User Dual Authertication
Direction: ® In e
ime Zone
O Out
Newver w
Activation: [ Open 1\Panel AC-825IP\Door 1
Number of Sessions Session Timeout

[ Deduct User Courter 2 = fsec)
Options

Primary Reader Format Keypad Type

|'W‘|egand 26 bits w | | Inactive w |
Secondary Reader Format Door Opening Reguirement in Card+Card Mode

| None ~ | |2 Users ~ |
[] Check Facility Code Cnly [ Set as Muster

[ License Plate Biometrics

Conversion Table Biometric Terminals

Hikvision_DS-2CD4AZ6FWD-ZS_FW _v5.45 ~
ok || Cancel

6. Set the reader properties according to the field descriptions in the following table:
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A
0
n
| %

Field Description
Details > Description Enter the name of the reader
Details > Direction Select whether the reader is allowing entry into the area or exit out of the area

Select to allow the reader to unlock the door.
If selected, the door output is active while a valid user is present.

Details > Activation
If cleared, access logged events are received online and appear in the Events

toolbar.
Details > Deduct User Counter Select to record this entry against the user's entry allowance counter.

Select how the reader operates:

® Inactive: The reader is not in use
¢ Card Only: The reader uses RFID cards only
® PIN Only: The reader uses PIN inputs only
Details > Single Operation Mode | ® Card or PIN: The reader uses both cards and PIN codes

® Desktop: The reader is inactive, but is being used to record new cards on the
computer

® No Access: The reader does not grant access to any users

® Card + Card: The reader grants access only when two separate users
present their cards

Select to activate the dual authentication mode, which enforces 2 credentials
per user per access

User Dual Authentication N
A maximum of 10 readers in a network can be set with dual

authentication.

Select the time zone in which dual authentication is active

® Always
User Dual Authentication > Time
Zone ® Never (default)

® Any previously defined time zone(s) in the system
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Field

User Dual Authentication >
Number of Sessions

User Dual Authentication >
Session Timeout

Options > Primary Reader
Format

Options > Secondary Reader
Format

Options > Keypad Type

Options > Door opening
requirement in Card + Card
mode

Options > Check Facility Code
Only

License Plate

License Plate > Conversion
Table

Options > Set as Muster

Biometrics

Description

Select to define the number of sessions available

A session is the time during which 2 credentials per user for single access are
presented.

1
® 2 (for AC-825IP panels only) (default)

The length in seconds of each session

Range is 5 to 255 (default is 10)
Select the data transmission type for the primary reader hardware

Select the data transmission type for the secondary reader hardware.

A
This field is used when 2 different types of cards are used.

Select the data transmission type for the type of keypad hardware

Select 2 or 3 users needed to open the door in Card + Card mode.

D\
In AC-215A this function is disabled.

Select to allow access to any user assigned to a facility listed in the selected
list of facilities.

The list of facilities is defined on the Options tab.

A
This option is only available for certain formats.

Select to allow using a customized conversion table.
Select the relevant conversion table.

Select to allow tracing the personnel that presented their credentials to it.

Select the check box to select from the drop down to map a reader to a
terminal (see Mapping a Biometric Terminal to a Reader).

A
0
n
| %
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8.10.2. Options Tab

1. Inthe Reader window, select the Options tab.

Reader

General Options  Access Event

Timed Antipassback

Automatic Antipassback

| MNever w | (® Hard (alam and access denied)
Time O Soft {alam only)

0:01:00 = (hhi:mm sy

Facility Codes (0-255)

Reader Type Tamper PIN

Reader w Tamper reader -

oK || Ccancel

2. Set the properties according to the field descriptions in the following table:

Select whether to apply antipassback rules.

Automatic Antipassback

Hard

Soft

Time
Facility Codes

Reader type
Tamper PIN

To set Time Zones, see Adding Time Zones.

When hard antipassback is selected, an event is generated and the door does
not open.

When soft antipassback is selected, the door opens but an event is generated.

Set the number of minutes before a user can re-enter using this reader.

Click and type the Facility code (between 0—255). Up to four different Facility
codes can be entered.

Select the reader type.

Select the Tamper PIN type.
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8.10.3. Access Event

1. Inthe Reader window, select the Access Event tab.

Reader =]

Optiong | Access Event
Enable Pop-Up User Window by Events - PC SAM-PC1

Access Granted Close Window Options
Access Denied Manually
Access Recorded @ By Timer (min:zec)

Access Logged

2. Set the properties according to the field descriptions in the following table:

Field | Description

Access Granted Select to enable a pop-up window for Access Granted event type alerts.
Access Denied Select to enable a pop-up window for Access Denied event type alerts.
Access Recorded Select to enable a pop-up window for Access Recorded event type alerts.
Access Logged Select to enable a pop-up window for Access Logged event type alerts.

Once a pop-up is enabled, the close window options are available.

Select one of two options:

Close window Options ® Manually: The operator is required to manually close the pop-up window.

® By timer: The pop-up window closes automatically based on the predefined
timer.
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8.10.4. OSDP Tab

This procedure is for readers with Open Supervised Device Protocol (OSDP).

. For Standard mode the addresses for the readers must be set to 13 and 14. For OSDP only
mode the addresses for the readers must be set from 1-6.

1. Inthe Reader window, select the OSDP tab.

The OSDP tab displays Device Information on the left and various reader capabilities in a table on the
right.

To select the non secure mode:

1. In Secure channel select Non Secure.

Reader

General Options  Access Event OSDP OSDP LED & Buzzer

Bevics Informat oo 0OSDP secure channel Supported
Vendor Dx 616338 Number of LEDs 5
Mods: AYKIS Number of buzzers 1
Fimware version: 01.40.02
Number of outputs 0
Card read Supported
Number of readers 1
Biometric: Mot supported
Text Not supported
Secure channel
Secure v | B Force Update (when PD is disconnected)

Key (Oriy Hexadecimal characters ars allowed (0-9, A, B,C. D, E.F)
PLEASE COPY AND SAVE YOUR KEY IN A SAFE PLACE
This key can not be recovered, i might be required for restoring connection upon replacemert,

without this key the device might need to be manually restored to default in orderto connect to the controller.

5B13A49BC7C74DACEIDCEFSEZATC2AET EEl
Apply
0K Cancel
. When the reader is set to Non Secure, it is in installation mode and uses a public key

To configure a security mode:
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1. In Secure channel select Secure.

2. If you have a custom key, enter it in the box.

Reader

Device information

Vendor:
Model.

Fimware version,

Secure channel

0x 616338
AYK35
01.40.02

General Options  Access Event OSDP OSDP LED & Buzzer

05DP secure channel Supported
Number of LEDs 3

Number of buzzers 1

Number of autputs [}

Card read Supported
Number of readers 1

Biomeric Not supparted
Text Not supported

Secure

Key (Only Hexadecimal characters are alowed (0-9, A, B.C.D.E.F)
PLEASE COPY AND SAVE YOUR KEY IN A SAFE PLACE.

This key can not be recovered, it might be required for restoring connection upen replacement,

[0 Force Update (when PD is disconnected)

withovt this key the device might need to be manually restored to default in order to connect to the cantroller

o &

Apply

0K Cancel

. Make sure to enter a 128-bit key as hexadecimal number.

or

3. Clickthe @' Generate Key icon to have a random and unique key generated.

. It is recommended to copy and paste the key to a secure location.

4. Clickthe 2 Copy icon to copy the key.

5. Click Apply.

You can enter the reader configuration parameters when it is offline or disconnected and have the reader

updated when it is online again.

To force an update to a PD when it is disconnected:
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1. Select the Force Update (when PD is disconnected) checkbox.

Reader

General Options  Access Event OSDP OSDP LED & Buzzer
Device information

0SDF secure channel Supported
Vendor 0x 616338 Number of LEDs 3
e (A Number of buzzers 1
Fimnware version 01.40.02
Number of outpits 0
Card read Supported
Number of readers 1
Biometric: Mot supported
Text Not supported
Secure channel
Secure v B Force Updste (when PD is discornected)

Key (Only Hexadecimal characters are alowed (0-9. A.B,.C, D, E.F)
PLEASE COPY AND SAVE YOUR KEY IN A SAFE PLACE.
This key can not be recovered, it might be required for restoring connection upon replacement,

without this key the device might need to be manually restored to defaut in order to connect to the controller.

5B13A49BCTC74D4CAIDCEFSEZATC2AET el

Apply

0K Cancel

Installation to Reconfigure a Reader

When it is necessary to reconfigure a reader, follow the procedure given in Configuring a Reader.

8.10.5. OSDP LED & Buzzer Tab
This section gives the procedure to configure the LED and buzzer for the following reader conditions:

* Iltisinidle state (i.e. the PD is operating correctly and is waiting for a card to be presented).

® Access is granted.

Access is denied.

. This tab is for a PD that is connected to OSDP and supports LED and buzzer commands.

To configure the LED and buzzer:
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1. Inthe Reader window, select the OSDP LED & Buzzer tab.

Reader

General Options Access Evert 0SDP  OSDP LED & Buzzer
Idie

8 Sendto PD LED command

Display  Blus ~ | light, (@ Continuously () Blinking
Color1 03 Blue light
Color 2 Blue light

Access Granted

8 Sendto PD LED and Buzzer commands

Display  Green | light.for B "Door opentime” orfor o
Sound buzzsrfor mssc

Access Denied

8 Sendto PD LED and Buzzer commands

Display | Red | light. for sec

Sound buzzer for 300 B meec

Reset Apply

Cancel
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2. Configure the LED for the Idle state as required according to the field descriptions in the following
table:

Field | Description

When the checkbox is selected, the CP sends LED
Send to PD LED command commands to the PD.
The default is checked.

Select a LED color.
off
Red
Green
Amber
Blue (default)

LED * Select how long LED is on.
Continuously
Blinking

D\
The LED blinks in one color and then the
other as selected below.

Select how long LED is on.
Select a LED color.
off
Color 1 * Red
Green
Amber
Blue

Select how long LED is on.
Select a LED color.

Ooff
Red
Green

Color 2 Amber
Blue

D\
The selection of color 2 must be different than
color 1.
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3. Configure the LED and buzzer for an Access Granted condition as required according to the field
descriptions in the following table:

Field | Description

When the checkbox is selected, the CP sends LED and
Send to PD LED and Buzzer commands buzzer commands to the PD.
The default is checked.
Select a LED color.
Off
Red

Green (default)
Amber

LED * Blue

* Select how long LED is on.
Door open time (default is 4 seconds), see Configuring the
Doors
Select how long LED is on in seconds (maximum time is
15 seconds)

* Select how long the buzzer will operate (maximum is
10,000 msec)

Buzzer
4. Configure the LED and buzzer for an Access Denied condition as required according to the field
descriptions in the following table:
When the checkbox is selected, the CP sends LED and
Send to PD LED and Buzzer commands buzzer commands to the PD.
The default is checked.

Select a LED color.

Off
Red (default)
Green
LED Amber
Blue
* Select how long LED is on in seconds (maximum time is 15
seconds)
Select how long the buzzer will operate (maximum is 10,000
Buzzer
msec)
5. Click Apply.
6. Click OK.
To reset all parameters to their default values:
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1. Click Reset.

Reader

General Options Access Evert 0SDP  OSDP LED & Buzzer
Idie
8 Sendto PD LED command
Display  Blue

Color 1

Blue light

Color 2

Blue light

Access Granted
8 Sendto PD LED and Buzzer commands

Display  Green ~  light,for (@ "Door open time"
Sound buzzsrfor mssc

Access Denied

8 Sendto PD LED and Buzzer commands

Display | Red | light. for sec

meee

Sound buzzer for

Ressat

~ | light, @ Continuously (JJ Blinking

orfor [0 %] sec

Apply

Cancel

8.11. Adding a Biometric Terminal

The information in this manual refers to Rosslare BIO8000 and BIO9000 biometric series. The

instructions to add and operate a biometric terminal from a 3™ party vendor is found in a
dedicated setup guide.

You can add a biometric terminal to a network using the Biometrics element.

A biometric terminal can be used to read and transmit credentials or enroll new credentials (fingerprint,

face, and cards).

The terminals support both TCP/IP and Wiegand protocols.

Adding a biometric terminal can be done both on a local network and from a remote network.

8.11.1. On a Local Network

To add a biometric terminal on a local network:

1. Inthe Tree View, expand the Biometrics element and select Terminals.
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_
2. Onthe toolbar, click the -|:' icon.

Terminal Configuration

General
Description Terminal 1
Enabled v
Series Number Bio 9000 -
Model Number AY-BA1x0 -
Wiegand Format Wiegand 26 Bits -
Fingerprint Precision | High -
Live Finger Detection | Disable -
RF Type EM -
Info

TCR/IP Metwark
MAC Address (%]

IP Address
R Terminal Capacity

Configuration

Cancel

In Description, enter a name for the new terminal.
Select Enabled to enable the terminal.

In Model Number, select the reader model.

o o &~ ®

In the TCP/IP Network area, enter the MAC address, IP address, and the port.
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. For models AY-B9250BT and AY-B9350, an additional Enable camera snapshot check box
appears. If selected, the terminal takes a snapshot of the terminal view.

. For Bio9000 series there is an option of Live Fingerprint detection.

Once enable this option, expect to get longer time for recognition and lower recognition
rate.

7. Click OK.
The window closes and the new terminal appears in the Display Area.

If you do not know the connection settings click Configuration to locate the hardware on the local
network. Refer to Configuring a Biometric Terminal for how to search for a biometric terminal and
configure it.

8.11.2. From a3 Remote Network

To add a biometric terminal from remote network, you must first receive an exported file from the remote

network that contains all the terminal’s configuration settings. Once you receive this file, you can then
add the biometric terminal by importing this file.

8.11.2.1. Exporting a Terminal File

To export a terminal file:

1. Inthe Tree View, expand the Biometrics element and select Terminals.
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_
2. Onthe toolbar, click the -|:' icon.

Terminal Configuration

General

Description

Series Number
Model Number
Wiegand Format
Fingerprint Precision
Live Finger Detection

RF Type

Info

TCR/IP Metwark

Enabled v

Wiegand 26 Bits

MAC Address (%]

IP Address (%]

Terminal Capacity

Cancel

3. Click Configuration.
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4. The TCP/IP Configuration window opens and automatically searches for any terminals connected to
the network.

[#] TCP/IP Configuration X
T z ~ Configuration
Serial Number | MAC Address P Address Medel Number  Status Configuration
! 192.168.10.55  AY-B3350 Available Not Configured 1P Address
00:02:65 90 [192.168.10.21 [AY-BI1x0 Available Not Configured 192,168.10.55
18460001 00:22:CAS8AC02 [192.168.10.86 | AY-BES:0 Available Not Configured
19150235 00:22:CAB%0B7A_[192.168.10.165 | AY-BE5x0 Available Not Configured Port
19190107 00:22:CA80:2F75[10.103.241  [AY-BES:0 Available Not Configured 7332
18270182 00:22:CABAFB44 [192.168.10.87 | AY-BEEx0 Available Not Configured
Subnet Address
255.255.255.0
Gateway Address
192.168.10.1
Server IP Address
| Manuai |
\ Apply \

BT Terminals Count lIl Al ‘ G | cancel |

5. Click Export.

6. Inthe Save as window, type a file name and save the file (xxx.axbio) on your PC where it can be easily
accessed.

The Export function adds “axbio” to the end of file name of the exported file. The Import
function executes only with a file that contains this string at the end of the file name.

8.11.2.2. Importing a Terminal File

To import a terminal file:

1. Inthe Tree View, expand the Biometrics element and select Terminals.

2. Onthetoolbar, click the #‘ icon.
The Import Terminal window opens.
3. Browse to the previously exported xxx.axbio file and double-click it.

The window closes and the terminal appears in the Display Area.

8.11.3. Configuring a Biometric Terminal

The AxTraxPro server communicates with a biometric terminal in two ways: TCP/IP (either LAN or WAN)
and Wiegand protocols.

Each terminal has a unique MAC address and appears separately in the system.

The AxTraxPro server supports multiple terminals per access control network.
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To search for the biometric terminal to configure:

1. Inthe Tree View, expand the Biometrics element and select Terminals.

2. 0On the toolbar, click the + icon.
3. Click Configuration.

The TCP/IP Configuration window opens and automatically searches for any terminals connected to
the network.

i TCP/IP Configuration E

- - ¢ Configuration
Serial Number | MAC Address IP Address  Model Number  Status Configuration
B46 00 A:BB:ACD 92.168.10.86  AY-B85x0 Available o qured IP Address
18510103 00:22:CABBF7:8C_|192.168.10.95 | AY-B85x0 Available Not Configured 192.168.10.86
18270182 00:22:CABAFBA4 |192.168.10.87 | AY-BB6x0 Available Not Configured
Port
5010 a
Subnet Address
255.255.255.0
Gateway Address
192168101
Server IP Address
| Manual |
‘ Apply |
Export Search | cancal |

The main window lists all terminals connected to the local network and indicates if they have been
previously assigned to a terminal or not.

For a biometric terminal that has not yet been configured:

1. Select the appropriate terminal.

The terminal’s parameters are displayed in the Configuration area on the right.
2. Configure the terminal IP address, Port, Subnet Address and Gateway Address.
3. Click Apply.

. Wait for the list to refresh and see that the terminal’s status is now Configured.
4. Select the terminal from the list again.

Click OK.

The window closes and the new terminal appears in the Display Area.
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8.11.4. Mapping a Biometric Terminal to a Reader

Once you have added a biometric terminal to the system, you must map it to a specific reader in order for
the system to recognize the terminal.

To map a biometric terminal:

1. Inthe Tree View, expand the AC Networks element.

2. Expand a network and expand a panel.

3. Select Readers.

The available readers are listed in the Display Area.

4. Select areader in the Display Area.

5. On the toolbar, click the [¥=| icon.

The Reader Properties window opens to the General tab.

6. Select the Biometric check box and select the relevant terminal from the drop down.

Biometrics

Biometric Terminals

ere -

Biometrics

Biometric Terminals

e ——

— Teminal 1 —

7. Click OK to accept the changes.

When you select the Terminal element, you can now see to which reader the terminal is mapped in the

Display Area.

AC Reader
1YPanel AC-825IP\Reader 1
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8.11.5. Terminal Firmware Update

To update the firmware:

. This function is available only for the 9000 Biometric series

1. Inthe tree view expand the Biometrics > Terminals.

2. Select a terminal.

3. Onthe toolbar click rﬂ icon.

& Terminal Firmware Update

Close

X
Model Number AY_B91x0
Firmware Files | AY-BITXD_FW v2_003_0039.bin | - |
|:. | Description | Address Firmware Version | Progress |
v O] Av-BI1x0 192.168.10.156  2003-59

4. Check the terminal(s) from the list
5. Click Apply.

6. Wait till the process will finish and click Close.

8.12. Configuring the Doors

Each panel controls one to eight doors. Each door can be configured individually.

The Door window displays the following:
® The settings for unlocking and relocking

* The time available before the door relocks or records alarm events
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To edit door properties:

1. Inthe Tree View, expand the AC Networks element.

2. Expand a network and expand a panel.

3. Select Doors.

4. Select a door in the Display Area.

AC Networks\Network 2\2\Panel AC-825IP\Doors

8- E A Trax Pro
Ergly AC Networks
o5 Network 2

i
Readers
-, Inputs

+r, Outputs
& ACLinks

ot Network 3

BE 2\Panel AC-825P

B8 Interlock Groups

| Table View x|
4wz
Description Auto Relock Open Time
3 On door monitor closed ~
2'Panel AC-825IP\Door 2 On door monitor closed ~ | 00:04
24Panel AC-825IP\Door 3 On door monitor closed ~ | 00:04
24Panel AC-825IP\Door 4 On door monitor closed ~ | 00:04
24Panel AC-825IP\Door 5 On door monitor closed ~ | 00:04
24Panel AC-825IP\Door & On door monitor closed ~ | 00:04

5. On the toolbar, click the |?| icon.

Door

Details
Description

|2\Panel AC-825IP'\Door 1 |

Motes

|d2 barrier

Door Type

| Door

Options
Automatic Relock

| On door manitor closed

REX Enabled
[ First Person Delay on Automatic Unlock
] Door Output Polarity is Normally Closed

Manual Door Open Enabled
[] Door Maonitor Enabled

Timers
Door Open Time

Extended Door Open Time
Door Held COpen
Door Forced Open

{rinsec)
(rin‘sec)

[1 oo3p 2 iminsec)
[ o000 % {minsec)

| 0K || Cancel
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6. Configure the door according to the fields described in the following table:

Description
Notes
Door Type

Automatic Relock

REX Enabled

First Person Delay on
Automatic Unlock

Door Output Polarity is
Normally Closed

Manual Door Open Enabled

Door Monitor Enabled

Door open time

Extended door open time

Door Held Open

Type a name for the door.

Type notes.

Select the door type.

Select the event that causes the door to relock automatically.

A Request-to-Exit unlocks the door for a user-defined duration. Select to
allow REX for this door. The location of the door REX input depends on panel
configurations; it can be seen in the Panel properties window.

Sets the door's behavior during an automatic unlock time zone. Select to
require that during the selected time zone, the door remains locked until the
first user opens it. The automatic unlock time zone is selected in Panel Links
by selecting the output corresponding to that door (see Adding Panel Links).

Select to ensure Fail Safe door opening if the Fail Safe door lock device
power fails. Once enabled, the door output relay is activated when the door is
closed and is deactivated when the door is open. In this configuration, the
Fail Safe lock device should be wired to the door relay N.O. (Normally Open)
and COM (Common) terminals.

Select to allow operators to adjust the door manually (see Adding Panel
Links).

Select to monitor the door.
Set the duration for which the door stays unlocked.

Set the duration for which the door stays unlocked for users with Extended
door open rights.

Set the duration for which the door can be held open without raising an alarm

event.

Select to use this timer. For the Server application, the Pop-up and Snapshot
section opens.

A
If this feature is enabled, then the Activity start delay (see
Adding a Biometric Terminal) feature for that door must be set
to 0.
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Set the duration after which when the door is forced open, an event occurs.

Select to use this timer. For the Server application, the Pop-up and Snapshot
section opens.

Door Forced Open

A
If this feature is enabled, then the Activity start delay (see
Adding a Biometric Terminal) feature for that door must be set
to 0.

7. Configure the door as required.
8. Click OK.

8.13. Adding Panel Links

Panel links are rules defining how the system should behave when events occur in the access control
panel.

Numerous events and links can be defined. It is the operators’ responsibility to avoid conflicting or non-
logical definitions. Not all events that appear in the Link window are enabled in the panel; this is also the
operator’s responsibility to verify. Link condition operations should be checked after making any changes
in the links definitions.

The Link window displays the following:
* An event on a panel and the panel component to which the link response applies
* The required input or output response

* Any alarm message to display on the current AxTraxPro Client computer

To create a panel link:

1. Inthe Tree View, expand the AC Networks element.

2. Expand a network and expand a panel.
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3. Select AC Links.

AC Neitworks\Network 2\2\Panel AC-825IP\AC
|Table View

E| AuxTrax Pro .'l E |+ L L x
53 AC Networks
-l Network 2 | Enable

BT 2\Panel AC-325IP
-- Readers
%, Inputs

1, Qutputs

4. On the toolbar, click the + icon.

|M|

Source Type Destination Panel
[M v] [None v]
Source Destination Type
(Input 1 - 2\Panel 1\Door REX ~|  [Nore -]
Evert Destination
|Contact Closed | [Nore =
Event Description Operation
Contact Closed ’None v]
Enabled Time {mss)
Generate alam

Time Zone

lNewer v]

L Mew J[ ok [ Concel |
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5. Configure the link rule as required according to the field descriptions in the following table:

Select the panel component type which is the event source:

Input
* Output
Source Type Reader
Door
Panel

Car parking

Select the specific panel component that raises the event based on the source type selected.

Source Up to 8 links can be created for each source type in the AC-225, AC-425, and AC-825IP
panels. Up to 2 links can be created for each source type in an AC-215 panel.
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Field Description

Select the event type for the panel component.

Input Output Reader Door Panel
® Contact ® Output * Door o
Closed Active forced 'g?l power
® Contact * Output Idle * Access Granted open * Low
Open -any user * Door
. . . : Battery
* Input Automatic Access Denied - held -
Trouble Operation any code open ase
. . Tamper
® Automatic Bell Button .
. Battery not
Operation

Reader Tamper charging

Access Denied -
selected user

Handicap

Event ® Access Granted

- selected user

Output Group
selected by user

® Timed
Antipassback
Door
Antipassback
® Globa
Antipassback

Duress Code

® Card + Card
Mode

Event . .
. Type the link or event description

Description

Enabled Select to enable the link rule

Generate alarm | Select to generate an alarm event in addition to the link rule activity

Destination
Panel From the network, select the board to be activated by the link rule trigger event
Destination L . . .
Type Select the panel component type, which is to be activated by the link rule trigger event
Destination Select the specific panel component, which is to be activated by the link rule trigger event
Operation Select the operation performed by the destination panel component

AxTraxPro™ vV28.0.2.X 99

Desktop Client User Guide



Time

Delay for the
Target
Operation

Time Zone

Alarm Handler

Define a duration time frame for the operation. This box is only available when a time-bound
operation is selected
Select the delay time (in seconds) for the operation.

This appears when Destination Type is specified.

Select the time zone for which the link rule applies

The Alarm Handler function is only enabled when Generate Alarm is selected.
The Alarm Handler configuration window contains the following fields:

® Alarm Message: Type a personalized message to be displayed on the screen as an alarm
message when the selected event occurs

Pop up Enabled: Select to enable an alarm pop-up message
Select Color button: A color selection window opens allowing a color selection for the
alarm message

Browse... button: Find and upload an audio wav file to be sounded when the selected
event occurs

Sound Now button: After uploading the audio file click to button to hear the audio file
Local Sound Enabled: Select to enable sound for the alarm

Fire Input Alarm: Select to open all outputs, usually relevant for fire alarms

In addition, when a camera is linked to a panel, the following fields appear in the window:

Camera: List of available cameras
Options: Which alarm is activated

Pop-up Enabled: Activates a pop-up to appear on the user’s screen when alarm is
triggered

Close window options: Can select By timer and specify the time, or Manually
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6. [Optional] Set a general alarm:
a. Select Generate Alarm to activate the Alarm Handler button.

b. Click Alarm Handler.

Alarm Handler— PC MLS

Message Pop-Up
Alamm Message

[] Pop-Up Enabled

Use Highlight Alarm Event

Sound
Select Wave Audio File

Local Sound Enabled Sound Now Browse...

oK | Cancel |

c. Configure the alarm handler as required.

d. Click OK to return to the Link window.
7. Click OK.

8.13.1. Global Triggering of Output Groups

Global triggering is used for cross panel activations. For example, in case of a fire alarm, all doors in the
system are opened from a single input.

An output group needs to be configured before creating global triggering.

To create global triggering of output groups:

1. Inthe Tree View, expand the AC Networks element.
2. Expand a network and expand a panel.
3. Select AC Links.
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On the toolbar, click the + icon.

5. Configure the link as follows:

a.

b.

c.
d.

In Source Type, select Input.

In Source, select either a Door Monitor or a Spare input.

Imput 1 - 1%Panel 1"Door REX
Input 14 - 1%Panel 1\Door Maonitor
Input 2 - 1\Panel 1\Spare Input 2 5

Input 2A - 1%Fanel 1%5pare Input 24

In Destination Panel, select the relevant panel.

In Destination Type, select Output Group.

e. Select Open all outputs of selected output group, which is now visible.

AC Link
Source Type Destination Panel
Input w 14FPanel AC-825IP
Source Destination Type
Input 1 - 1"Panel AC-825/P*Door 1 REX w Output Group by the Network
Event Destination
Contact Closed w Output Group 1 Output Group 1
Event Description Operation
Contact Closed Follow
@ Enabled Time {m:ss
0:00 [ |0 -

(] Generate alam ﬂ
B Open all outputs of selected output group TLHE Zone

ways
(] Ovenmide lockdown

Mew (0]

it

Delay for the target operation (ss)

Cancel

To have the AC link override a lockdown:
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1. Select Override lockdown.

AN
Override lockdown is visible after Open all outputs of selected output group is selected.

AC Link
Source Type Destination Panel
Input e 1\Panel AC-825I1P e
Source Destination Type
Input 1 - 1"Panel AC-825IP%Door 1 REX Y Qutput Group by the Metwark e
Evert Destination
Contact Closed e Cutput Group 1 Output Group 1 o
Event Description Operation
Contact Closed Follow w
B Enabled Time {m:ss Delay for the target operation {ss)
0:.00 | |0 =
("] Generate alam ﬂ
B Open all outputs of selected output group Time Zone
Always v

B Overide lockdown

&

Mew DK Cancel

8.14. Configuring the Inputs

Each panel has four inputs. Using the MD-1084 expansion board adds an additional eight inputs (a total of
12 inputs). Using the MD-D02 or MD-D04 expansion board adds four inputs (a total of 8 inputs). Some
inputs are dedicated and have default functionality and some are for general purpose.

The table window displays the settings for each input. Input type is programmed individually, regardless
of whether it is a dedicated input or for general purpose use.

To configure an input:

1. Inthe Tree View, expand the AC Networks element.

2. Expand a network and expand a panel.
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3. Select Inputs.

Location Description Type Activity Start Delay
b p Mormally Open -
Input 1A 1'Panel 1\Door Monitor MNormally Close ¥ | 00:00
Input 2 1'Panel 1\Spare Input 2 MNormally Close ¥ | 00:00
Input 24 1'Panel 1\Spare Input 24 Mormally Open ¥ | 00:00

4. Set the properties according to the field descriptions in the following table:

5. Select the type of input to be monitored as shown below.

Select the type of input to be monitored.

* Normally Open/Close: An input either in an open or closed state

* Normally Open/Close 1 Resistor: An input in an open, closed, or trouble

Type state. This option is only available for supervised inputs.

* Normally Open/Close 2 Resistors: An input in an open, closed, or trouble
state, with additional checks for short-circuit and open-circuit tampering.
This option is only available for supervised inputs.

For more information, refer to the access control panel's hardware manual.

8.15. Controlling Outputs Manually

The Manual Output Operation window allows an operator to open or close a selected group of outputs on
a panel directly.

To manually open or close an output:

1. Inthe Tree View, expand the AC Networks element and expand a selected network.

2. Select a panel.

AC Neiworks\Neiwork 2\2\Panel AC-825IP\Ouipuis

i Vi Tesevew ]
=4[] AxTrax Pro |y H
) 453 AC Networks
£ ita Network 2 Location Description Notes Is Normally Closed
-5 2\Panel AC-8251P | [y ssigned to Door 1) 2\Panel A oar 1 d2 barrier
[= E::;:rs Output 2 (Assigned to Door 2) 2\Panel AC-8251P\Door 2 d2123 O
&, Inputs Output 3 (Assigned to Door 3) 2\Panel AC-E25IP\Door 3 92122 O
N Outputs Output 4 (Assigned to Door 4) 2\Panel AC-E25IP\Door 4 2123 O
& AC Links Output 5(0SDP) (Assigned to Door 5) 2\Panel AC-E25IP\Door 5 2123 O
‘ ;""::”teL'ZCk Groups Output 6(0SDP) (Assigned to Door 6) 2\Panel AC-8251P\Door 6 rev123 [m]
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3. On the toolbar, click the & jcon.

Manual Output Operation [E]
Output Options

(7 Open momentarily (closed by timer) {min-sec)
() Open Pemanently (closed by Close output and retum to default mode?)
@ Close output and retum to Default mode

1"Panel 1%Door
1\Pane! 1\Output 1A
1\Panel 1\Output 2

1"Panel 1"Output 24

OK || Cancel

4. Select an option:

Open momentarily — Opens all selected outputs for the time set in the timer box.

Open permanently — Opens all selected outputs.

Close output and return to default mode - Closes the selected outputs and returns control to
default.

5. Select the check boxes of the outputs to which to apply the operation.
6. Click OK.

9. Managing Groups

You can create access groups and areas, as well as input and output groups to be used by the system to
create automated rules.

AxTraxPro™ v28.0.2.X 105
Desktop Client User Guide



9.1. Adding Access Groups

An access group includes a list of door readers and the time zones during which each of those door
readers are available for access. Every user is assigned to an access group. A user can be assigned to
more than one access group.

To add an access group:

1. Inthe Tree View, expand the Groups element.

2. Select Access Groups.

3. On the toolbar, click the + icon.

Access Group 2

ok J[ Cancd |

4. In the Description field, enter a name for the access group and click OK.

The new access group appears in the View Tree.
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5. Select the access group from the View Tree and click the = icon.

Access Group — Details E]
Name

Access Group 2 [+ Expand Al & Fiter

@[] Master

Time Zone
Set Time Zone

= ]

6. Select the Set Time Zone check box.

From the Time Zone drop down, select a time.
7. Expand the list and select the desired readers.
8. Click OK.

The window closes and the new access group appears in the Display Area.

9.2. Adding Access Areas

A large site can be divided into several smaller, more manageable access areas. Reports can be produced
individually for each area. In addition, global Antipassback rules can be applied for each access area.
When global Antipassback rules are in effect, users cannot re-enter an access area until they have left it.

Use the Access Area window to add entry and exit door readers to and from an area within the facility.
To add an access area:

1. Inthe Tree View, expand the Groups element.
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2. Expand the Access Areas element and click Global.

E| AxTraxPro
iy AC Networks
- Biometrics
Tﬁ. Video Integration
{O@m Timing
é--lll Groups
: ---ﬂ‘ Access Groups

E{-] Access Areas

L RAEe
=B-LH Global
3R H Global

3. Onthe toolbar, click the + icon.

Access Area 1.2

Awvailable Readers to Enter: Selected Readers To Enter:

D
L

Available Readers to Exit: Selected Readers To Exit:

o)
Ji
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4. Inthe Description field, enter a name for the access area.

5. Select and move the desired readers from Available Readers to Enter to Selected Readers to Enter
using the arrows.

6. Select and move the desired readers from Available Readers to Exit to Selected Readers to Exit using
the arrows.

7. Click OK.

The window closes and the new access areas appear in the Display Area.

9.3. Adding Output Groups

Output groups are a collection of outputs from panel that can be used in panel links to perform advanced
operations, such as elevator control.

To add an output group:

1. Inthe Tree View pane, expand the Groups element.

2. Select Outputs Groups.

3. On the toolbar, click the + icon.

-8 Metwork 3 Select Al

-8 Network 825 extension

] Moo 25

New |[ oK || Cancel
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4. Inthe Description field, enter a name for the output group.

5. Expand a network to see its panels.

(|

(|

=-84 Network 3
EI i axPaneH

3\Panel 1%Door

~{C%- 3\Panel 1"0utput 1A

.:'/ FPanel 1"Output 2
~{C5- 3\Panel 1\Output 2A

EI i 3\Panel 2

{5~ 3\Panel 2\Door

~{C5- 3\Panel 2\0utput 1A
FPanel 20utput 2
FPanel 2Output 24
- 511 Network 825 extension

]%} Metwork 825 panel

6. Select the check boxes of all relevant outputs. You can also use Select All.

7. Click OK.

The window closes and the new output group appears in the Display Area.

9.4. Adding Input Groups

Input groups are a collection of inputs from one or more panels that can be used in panel links to perform

advanced operations.

To create an input group:

1. Inthe Tree View, expand the Groups element.

2. Select Inputs Groups.
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3. On the toolbar, click the + icon.

Description

-2 Network 3 Salect Al

%} Networle 825 extension

3 v £25 s

o] [0C_] (s

4. Inthe Description field, enter a name for the input group.
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5. Expand a network to see its panels.

ERN et 3

EI i IPanel 1

. ./::] 3\Panel 1'\Door REX
7147 3+Panel 1\Door Monitor

I/::I 3\Panel 1'Spare Input 2

- =[] 3\Panel 1\Spare Input 2A

= Bl ¥Panel 2

-]/ 3+Pane!l 2:Doar REX

/:I IPanel 2"Door Monitor

/,:I IPanel 2Spare Input 2

71/ 3\Panel 2\Spare Input 24

]%} Metwarl: 225 extension

-1 Network 525 panel

=l

=+l

6. Select the check boxes of all relevant inputs. You can also use Select All.
7. Click OK.

The window closes and the new input group appears in the Display Area.

9.5. Adding Global Antipassback Rules

Global antipassback functionality is only enforced when the AxTraxPro Server is connected and
monitoring the entire access control system.

A global antipassback rule can only be added if an access area has previously been defined
(see Adding Access Areas).

To create antipassback rules:

1. Inthe Tree View, click Global Antipassback.
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2. 0On the toolbar, click the + icon.

Global Antipassback 3|

Description

Access Area

[Pu::c:&as Area 1.1 v]
Automatic Antipassback

[N&ver v]
(7) Hard (alam and access denied)

@ Soft (alam only)
| ok || Cancel

3. Inthe Description field, enter a name for the antipassback rule.

4. From the Access Area drop down, select the access area.
From the Automatic Antipassback drop down, select the time zone for which the global antipassback
applies.

6. Select either the Hard or the Soft Antipassback option.

7. Click OK.

The window closes and the global antipassback rule appears in the Display Area.

AN
Global Antipassback applies an Antipassback event only on "Enter" readers to the defined
"Area".
To implement Antipassback on Exit readers as well, you must define a new area with opposite
reader directions:

Readers defined "Enter" in the first area need to be defined again in the new area as "Exit"
readers, and "Exit" readers in the first area should be defined as "Enter" readers in the second

area.
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9.6. Managing Lockdowns

9.6.1. Adding Lockdown Groups

A lockdown group includes a list of doors which will be locked and the operators who administer and
control the lockdown.

During a lockdown, the doors in the lockdown group can only be opened by immuned users.

. A lockdown can only occur when the AxTraxPro server is connected and monitoring the entire
access control system.

. A lockdown operation can only be used with AC-825IP panels.

The AC-825IP network must be specified before a lockdown group can be added.

Setting AC-825IP Network Input:

. Each AC-825IP network on the lockdown must have a specified input for manual override of
an active lockdown.

1. From the Table view, select the Settings icon from the toolbar.

Ac/+mX XD A6
|5ettings
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2. Select the Network, Input, and Event for physical unlock settings.

ﬂ' Unlock Settings x
Sea
Drag a column header here to group by that column
Name Description Network Input Event
GO —— 000 0 el L\Fanel |26 82 Door | REX | Open 5=
Network 2 Network 2 2\Panel AC-B251F\Door 1 REX ™ | Close =
-
Cancel OK

. An input must be selected before you can configure the lockdown group. If an input is not
selected, the group cannot be activated.

A& +mEX 3X0 a&

Search

Name Description Total of Operators  Total of Immune Users Total of Doors Total of Outputs Total of Lock Cards. Total of Unlock Cards ~ Comments
Wareshouse 1 1 E 0 1 1 Missing lockdown settings for network Network 1

3. Click OK.

. The following message is shown if the AC-825IP network settings have not been configured.

Error

e Missing lockdown settings for network ACB25IP

. If a communication failure occurs during a lockdown, the lockdown can be canceled from a
manual override. An example of a manual override is a button.
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9.6.1.1. Adding a Lockdown Group to a Tree

To add a lockdown group:

1. Inthe Tree View, expand the Groups element.

2. Select Lockdown Groups.

3. Onthe toolbar, click the + icon.

a Lockdown Group

MName Lockdown Group 3
Deseription
Operatars Immunity
Total of Operators - 0 Edit Total of Immune Users -0 Edit
Doors and Cutputs Lockdown Default Time
Edit Unlimited | 02:00:00 a

Lockdown Cards

mEE X D
Protocol MName lssue Number | Site Code  Facility Code | Card ID Card Type =

Cancel Ok

Type a name and description for Lockdown group in the appropriate fields.

To add operators to group, see Add/Edit Operators within Lockdown Group.

To add doors and outputs to group, see Add/Edit Doors and Outputs within Lockdown Group.
To add immune users to group, see Add/Edit Immunity Users within Lockdown Group.

To add a new lockdown card to group, see Add New Lock or Release Card to Lockdown Group.

© ® N o g &

To add an existing lockdown card to group, see Add Existing Lockdown Card to Lockdown Group.
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10. To add lockdown time, type or select the time in Lockdown Default Time.

a Lockdown Group

Mame Lockdawn Group 3
Description

Operatars Immunity

Total of Operators - 0 Edit Total of Immuna Usars - 0 Edit

Doors and Cutputs Lockdown Default Time

Edit Unlimited | 02:00:00
Lockdown Cards
N =
Protocol Mame Issue Number | Site Code  Facility Code | Card ID Card Type =

Cancel

. The default lockdown parameters are:

Operators -0

Immune users -0

Lockdown default time - 2:00 hours

11. Click OK.

The new lockdown group appears in the Table View.
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9.6.1.2. Edit Lockdown Group Properties

To edit lockdown group properties:

1. In Table View, select the lockdown group to be edited.

2. Select [#=] (edit group) from menu bar.
3. If required, edit the group Name or Description.

4. The number of operators defined in the group is shown. To change, click Edit (see Add/Edit Operators
within Lockdown Group).

5. The number of doors and outputs defined in the group is shown. To change, click Edit (Add/Edit Doors
and Outputs within Lockdown Group).

6. The number of immune users defined in the group is shown. To change, click Edit (see Add/Edit
Immunity Users within Lockdown Group).

7. The lock cards defined in the group is shown. To add new lockdown card to group, see Add New Lock
or Release Card to Lockdown Group.

8. To add an existing lockdown card to group, see Add Existing Lockdown Card to Lockdown Group.
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9. To change the lockdown time, type or select the time in Lockdown Default Time.

B Lockdown Group

%
Mame | Lockdown Group 1 |
Description | |
-0
Total of Operators - 2 | Edit | ‘ Total of Immune Users - 1 | Edit ‘
— Doors and Qutputs — Lockdown Default Time
Total of Boors - 10 | ear | ‘ Tl Unlimited | 00:01:00 -] ‘
— Lock Cards
im =X
Pratocol ;Name |Issue Number .SiteCode :Fa
;Wiegand 26 bits
|| Wiegand 26 bits
00 01 0o
r
10. Click OK.
9.6.1.3. Add/Edit Operators within Lockdown Group
To add/edit operators within a lockdown group:
. Only operators with read/ modify rights to lockdown can be added.
1. In group properties window, click Edit near Operators.
B Lockdown Group >
Name | Lockdown Group 1 |
Description | |
o
Total of Operators - 2 | Edit | ‘ Total of Immune Users - 1 | Edit ‘

— Doors and Outputs

— Lockdown Default Time

| Unlimited | 00:01:00

Total of Doors - 10 | Edit | ‘
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2. To add operators to the group, select the required operators in the right table and click the upper arrow
to move them to the list of the left. To remove operators, do the reverse.

00 Edit Operstors ®
Selected Operators All Operatars

[Search -] Search -]

Name Operator Name |Depmmtnt Name | Operator Name ‘Departmmt

| ¥ Users2 General - »|User#7, Engineer General -

|| User=4 General User#5, Security General

[ User# 3, user3 General

ok || coneal

3. After completing all changes, click OK.

9.6.1.4. Add/Edit Doors and Outputs within Lockdown Group

To add/edit Doors and Outputs within a lockdown group:

1. In group properties window, click Edit near Doors and Outputs.

B Lockdown Group >
Mame | Lockdown Group 1 |
Description | |
-0y

Total of Operators - 2 | Edit | ‘ Total of Immune Users - 1 | Edit ‘
— Doors and Qutputs — Lockdown Default Time

Total of Doors - 10 [ Ear | ‘ T unlimited | 00:01:00 -] ‘
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2. To change doors selection, select Doors. To change output selection, select Outputs. Check/uncheck
doors or outputs to be added/removed from group.

l Edit Doors and Qutputs

SCArch

Doors and Cutputs
k| w ?l Metwork 1
» [ 1\Panel AC-825IP

v | Metwork 2
» E 2\Panel AC-825IF

3. After completing all changes, click OK.

9.6.1.5. Add/Edit Immunity Users within Lockdown Group

Immune users are the users that can open doors during a lockdown.

. A list of immune users must be selected for each lockdown group independently. There is no
global user immunity for lockdown groups.
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To add/edit immune users within a lockdown group:

1. In group properties window, click Edit near Immunity.

£ Edit Users
Selected Users All Users

[ g g

Name Operator Name | Department Name | Operator Name

| Department

- b User#7, Engineer
User#5, Security
[ User#3, user3

General
General
General

2. To add immune users, select the required users in the right table and click the upper arrow to move

them to list on the left. To remove users, do the reverse.

3. After completing all changes, click OK.

9.6.1.6. Add New Lock or Release Card to Lockdown Group

You must define at least two lockdown cards. One lockdown card will initiate a lockdown and the other
lockdown card will release a lockdown. The cards should be stored in a safe location to be used in

emergencies. A lockdown card can be shared between different users.

To add a new lockdown card to a lockdown group:

. You cannot use an existing card in the system to make a new lockdown/release card.
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1. To add new lockdown cards to the group, select for ™ alock card or ™ for an unlock card.

[ Lockdown Card >
Holder Mames Lockdown Holder Mame
Protocal Wiegand 26 bits -

Issue Mumber 0

Site Code 0
Facility Code 0
Card ID 630

Cancel

2. For each new lockdown card to be added, enter the required configuration for the card in the following
fields:

Name
Protocol
Issue Number

* Site Code

Facility Code

®* CardID

3. After completing all changes, click OK.
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9.6.1.7. Add Existing Lockdown Card to Lockdown Group

To add an existing lockdown card to lockdown group:

1. To add an existing lockdown card to the group, click % in the toolbar.

The Add Lockdown Card window displays the existing cards.

07 Add Lockdown Cards *

Drag & column header here to group by that column

] | Protocol | Name Issue Number | Site Code | Facility Code | Card ID |Card Type =~
1 |wiegand 26 bits 6 45643 Lock -
] |Wiegand 26 bits 5 56 Unlock

Cancel

2. Select the cards to be added to the Lockdown group and click OK.

9.6.2. Using Lockdown Groups
Lockdown group operations can be controlled in the following ways:

1. Using specially configured access cards to initiate or release a lockdown.

. A lockdown can be initiated with a lockdown card or with the AxTraxPro Management
Software client on all readers in the system.

. Each time a lockdown card initiates a lockdown, the lockdown timer will reset and start to
count again. The default lockdown time is 2 hours.

. During a lockdown, the specified doors and outputs set in the lockdown can only be
opened by immuned users, from a lockdown bypass, or by an authorized operator.

1. Using AxTraxPro Management Software.

To manually initiate lockdown with the AxTraxPro Management Software:
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1.

From the Table view, select the desired lockdown group.

e /+mX TXAO|

as

2. Click the Lockdown Group & icon.

Marme Description T
| Lockdown Group 1 2
| Lockdown Group 2

Ac/+mX/GXAOD A6

| Lockdown Group

3. Check/uncheck the doors to be locked.

| £ Lockdown Operation

2\Panel AC-825IMDoor 3

| select None

- Groups - ~ Tirne-
Unlimited
| Lockdown Group 2 E| 02:00:00 i
Reason | |
Search
Doars and Outputs | Lockdown Door Status Output Status | Remaining Time
|~ 7] Network 2 -
| ~ [f] 2\Panel AC-825IP
|| [ 2\Panel AC-8251P\Door 1 Release Closed 17:45:57
|5]| 2\Panel AC-8251M\Door 2 Release Closed 17:45:57
Release Closad 17:45:57

Cancel

| Lockdown

125

AxTraxPro™ v28.0.2.X
Desktop Client User Guide



4. To set the lockdown time, clear the Time check mark next to Unlimited and select the time.

Time
Unlimited
| 02:00:00 l

01 59 59

— 00 00
hours mins secs

lose 03 01 01

lose

5. Click Lockdown.

e +mX A0 86

Mame Descrniption T

. When a lockdown group is highlighted in red, all doors of the lockdown group are locked.

To disable a lockdown and release specified door(s) with the AxTraxPro Management Software:

1. From the Table view, select the desired lockdown group and click the Release Group S icon.

Ac/+mX X0 86
Release Group
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2. Check/uncheck the doors to be open.

g Lockdown Operation - X
Groups
I Lockdown Group 2 Z|
Reason | |
Daars and Qutputs | Lockdown Daor Status Output Status | Remaining Time |
||~ [E| Network 2 -
~ [ 2\Panel AC-825IF
| | [7] 2\Panel AC-825IP\Door 1 Lockdown Closed 01:56:28
|5] 2\Panel AC-825IP\Door 2 Lockdown Closed 01:56:28
L [#] #\Panel AC-8251F\Door 3 Lockdown Closed 01:5e:28
Select None | Cancel l Release

3. Click Release.

4. Click Release to release the lockdown

Warning x

Are you sure you want to release the lockdown?

Release Cancel

or

5. Click No to cancel the lockdown release.

e/ +mnX X0 A6

Marme Description
Lockdown Group 1
Lockdown Group 2
Lockdown Group 3
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When a lockdown group is highlighted in yellow, only some of the doors in the lockdown group

are locked.

To manually bypass a lockdown for a specified time period and for only one specified door with the

AxTraxPro Management Software:

A
This step will let users with authorized access permission to open a door and exit.

1. From the Table view, select the desired lockdown group and click the Manual Lockdown

Ac/+RX X0 a4

| Manual Lockdown | |

2. Check/uncheck the door to be open.

T T

Q Lockdown Operation
Groups

Wareshouse

Doors and Qutputs
b 4 |v| Network 1
4 ||| T\Panel AC-825I1P
| 1\Panel AC-825IP\Door 1
| 1\Panel AC-825IP\Door 2
| 1\Panel AC-825IP\Door 3

Lockdown

Release
Release

Release

Time

04 - secs

Search

Door Status Qutput Status | Remaining Time

Closed
Closed
Closed

Cancel Cpen

icon.
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3. Type or select the time.

04 . secs
02 -
hr |Status = Remaining Time
03
i€
e 04
05
06

. The time value is in seconds.

4. Click Open.

To define an event that automatically initiates lockdown:

1. From the Table view, select the desired lockdown group and click the Settings icon from the toolbar.

Ac/+E X GXAOD A&
|Setting5

2. Select the Input and Event that will initiate lockdown for that group.

£F Settings X
Drag a column header here to group by that column ‘ Search |
Name Description Network ‘ Input Event |
> [offce TebavvNetwork " Offce TebAvirNetwork | Aanel AGGSPDooraMeniter || open -
-
3. Click OK.
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. Each AC-825IP network must have specified lockdown Inputs.

To see a chart of the lockdown:

1. Click the Charts ED icon.

e /+mX XD A&

Charts |

1
2. Toclose the chart, click the ED icon.
Ae+EX X0 EE
Search
o o Users Doors, Outputs
Lockdown Group. 1 I Lockdown Group 1:2. I Lockdown Group 1:0
Total:
0
Lockdown Cards Release Cards

1\ 6

I\ Lockdown Group 1:1 I Lockdown Group 1: 1

U o

To receive a notification about a lockdown:

1. Click the Notification * icon.

A+ XD 486

Motifications |
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2. Select the Enable Lockdown Notifications check box.

* Motifications

|:| Enable Lockdown MNotifications

oK

3. Click OK.

9.7. Defining Card + Card Groups

Card + Card mode is a secure mode that requires two card holders (users) to grant access to a particular

reader.

. This feature is not available for AC-215 access control panels.

9.7.1. Adding a Card + Card Group

First, you must add a Card + Card group.

To add a Card + Card group:

1. Inthe Tree View pane, expand the Groups element.

2. Select Card + Card Groups.

3. On the toolbar, click the + icon.
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4. Inthe Description field, enter a name for the Card + Card group.
5. Click OK.

The window closes and the new Card + Card group appears in the Display Area.

9.7.2. Adding Users to a Card + Card Group

Once a Card + Card group is created, you must add users to it.

To add users to a Card + Card group:

1. Inthe Tree View, expand the Departments/Users element and select a department that contains the
users you wish to add to the Card + Card group.

2. Select a user in the Display Area.

3. Onthe toolbar, click the |#=| icon.

4. Onthe General tab of the User Properties window, select the Card + Card group from the Card + Card
Group drop down.

5. Click OK.

6. Repeat this process for each user you wish to add to a particular Card + Card group.

9.8. Vehicle Access Groups

The Vehicle Access Group is used for defining cars for LPR.

The functionality will be discussed in future versions of the manual.

9.9. Adding Car Parking

The Car Parking management option allows you set up groups that have limited number of users who can
access a particular area. For example, a parking lot that serves several companies and each company
has a specified number of parking spots. With this option, we can set up each company’s limit and when
the limit is reached, access is no longer granted. This feature is counter based that keeps track of the
number of users in a specified area.

. This feature is not available to AC-215 access control panels.

. Only one car parking area can be added per panel.
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A
A car parking area can only be added if an access area has previously been defined (see
Adding Access Areas).

To define a car parking area:

1. Create an access area with Enter and Exit readers (see Adding Access Areas).

2. Inthe Tree View, click Car Parking.

3. On the toolbar, click the :+ icon.

Car Parking =

Description
Car Parking 2

Access Areg
|Amsﬁrea 1.1 -

Checked by Area Maximum Counter
@ Access Area 1 =

(71 User Groups

4. In Description, enter a name of the car parking area.

5. In Access Area, select the relevant access area that you defined in Adding Access Areas.
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6. Inthe Checked by area, perform one of the following:
a. Select Access Area.
i. In Area maximum counter, select the number of parking spots available in that access area.
ii. Click OK.
b. Select User Groups.
i. Click OK.

ii. Inthe Tree View, expand the Car Parking element and select the car parking area you just
created.

iii. On the toolbar, click the + icon.

Car Parking Group n

Description

Car Parking Group 1

Group Mumber Group maximum counter
T
Fee || mNew || ok || Cancel

iv. In Description, enter a name of the car parking sub-group.
v. In Group maximum counter, select the number of parking spots available for the parking group.
vi. Click OK.

vii. Inthe Tree View, expand the Departments/Users element and select a department that
contains the users you wish to add to the Car Parking sub-group.

viii. Select a user in the Display Area.

ix. On the toolbar, click the [¥=| icon.

X. On the General tab of the User Properties window, select the Car Parking sub-group from the
Car Parking Group drop down.

xi. Click OK.

xii. Repeat Steps vii to xi for each user you wish to add to a Car Parking Group.
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7. Select AC Links.

AC Neitworks\Network 2\2\Panel AC-825IP\AC
|TEI:|Ie View

8. On the toolbar, click the + icon.

9. Inthe Source Type list, select Car Parking.

E| A Trax Pro _'l E |+ [#= x
53 AC Networks
gk Network 2 | Enable
BT 2\Panel AC-825IP
& Doors
- Readers
&, Inputs
o, Qutputs
AC Link H
T Destingtion Panel
T B e —
_ Destination Type
|ADDm Area g |N°“° v|
Event Detination
[Erterto Full area state: | [None v]
Event Daseription ation
|Enterto Ful area siate L Bl
2 Enatied Time fm=s
[ Generste slam LU
Time Zone
|Na1ner "|
[ Mew || ok | cancel |
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10. Managing Users

Every user is associated with a department. For each user, AxTraxPro stores contact details, associated
card details, and access rights.

10.1. Adding Departments
To add a department:

1. Inthe Tree View, expand the Users element and click the Departments/Users element.

2. On the toolbar, click the + icon.

Description
Department 2

ok J[ Cancd |

3. Inthe Description field, enter a name for the department and click OK.

The window closes and the new department appears in the Display Area.

10.2. Adding a Batch of Users and Cards

One can also add a batch of users and cards at one time and define the following:
* The type of reader needed to read the card

* The number of cards to create

* Whether or not a user should be created for each new card

To add users and cards:

1. Inthe Tree View, select the Users element.
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2. 0On the toolbar, click the % icon.

Add Users and Cards n
Please note that the mass addition of users takes time, depending on the amount of users, panelz, and so on. During this time, the client will
not respond. Please wait patiently until the process finishes.
Selection Type Sequential Cards
| Add Users and Cards v|  Cord Protocal
| Wiegand 26 bitz w |
Quantity Start from (1 To 65535) Facilty Code (0 To 255
h s e el g
Sequential Users
General [] PIN Code Links
Department
|;:IEE;1| » | Started from 1000 = [] Access Granted Command
= [] Access Denied Command
Access Group Random Digits
[Unauthorized ~| [ [ Handicapped
_ Valid Date User Selected Output Group
Rights From | N |
Antipassback Immunity [ s/30/2020 B+ oo R ==
N 4
| Ever e | L unti Courter
[] Extended Door Open Time 9/30/2020 2359 B [ Enable {1t 1000}
oK | | Cancel

3. Configure the card properties as required according to the field descriptions in the following table:

Field | Description
Selection Type Select what will be added: Users and cards, Users only, or Cards only
Quantity Type or select the number of cards/users to add

Define the card properties:

Reader Type: Select the type of reader appropriate for the new cards
being added

Sequential Cards ® Start from: Type the number of the first card in the set

Facility code: Type the site code for these cards. This field is not
available for all reader types
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Define the user's general properties:

Department: Associate to the new user(s) created to a department

L] . o
Sequential Users > General Access Group: Associate to the new user(s) created to an Access group

Click i to add the user to a custom access group within all available
readers.

Define the user's right properties:

Antipassback Immunity: Select how to override any antipassback
Sequential Users > Rights restrictions: Never, Always, according to time zone

Extended Door Open Time: Select to activate the extended door option
defined for each door

Select to define automatic pin codes, select between:

Start from: Sequential pin code starting from a predefined number based
Sequential Users > PIN Code on a defined number of digits

Random: Random pin codes where the only definition is the number of
PIN code digits

Define the access right validity:

From: Define the date and time to begin allowing access
Sequential Users > Valid date

Until: Select to define an end date for the access right validity, then define
the date and time

Select to define associated link commands:

Access Granted check box: Activate a user-defined set of inputs or
outputs for access granted events

Access Denied check box: Activate a user-defined set of inputs or
outputs for access denied events

Sequential Users > Links ® Handicapped check box: Activate a dedicated output a short time after
the door is unlocked. The outputs are set in the Links window.

User selected Output group: Select an output group for this user. The
outputs are triggered every time the user accesses a door.

The operations, inputs, and outputs are defined in the Links window (see
Adding Panel Links).

Select Enable to use the counter option then type or select the counter

Sequential Users > Counter
q number to be used for the first user

4. Click OK to close the window.
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The process may take a few minutes after which a dialog reports that the operation has been

completed.

10.3. Viewing Users

Users can be seen in a list or as a group of cards.

To see the users in a list:

1. Inthe tree view, select the department for the users to see.

=

2. Click the List

icon.

£l

First Name.
> Haim
Master

Original

EE LI L)

Drag 2 column header here to group by that column

Last Name

Operator
User

Access Group.
Master [

Unauthorized [

To see the users as group of cards:

1. Inthe tree view, select the department for the users to see.

2. Click the Card 2] icon.

EIE y 18
Drag a column header here to group by that column Q
Komangi, George £ Shajrawi, Rimon £ Piknez, Carmella &3
Name Name Name
George Komangi Rimon Shajrawi Carmella  Piknez
User Number 1 User Number 2 User Number 3
Access Group Access Group Access Group
etz
farer, alice A shamam, tomer A marly, bob A~
MName Name
tomer shamam bob marly
User Number T User Number 8
Access Group Access Group
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10.3.1. Configuring the User List Layout

It is possible to add and delete columns in the list view for users.

To add or remove columns:

1. Right click a column title.

Sort Ascending
Sort Descending

Clear Sorting

=

Group By This Celumn
Hide Group Panel

Show Column Chooser
Best Fit
Best Fit (all columns)

Conditional Formatting
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2. Click Column Chooser.

Column Chooser
Search Columns..,

v | | Last Name

| | First Name

v | User Mumber

Access Group

Additional Access Groups
Additional Access Readers

L8 L

Identification
Department
Valid Date (until)
Telephene
Home phone
Maobile

Car Registration
Position

Fax

Email
Employment Date
Address

Motes

3. Select or clear the checkbox for the column(s) to display.

To save the layout:

1. Inthe tool bar, click T icon.
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10.4. Exporting an Employee Table

To export an employee table:

1. Clickthe B icon on the Toolbar.

2. Select the file type.

& [RARE
i POF file I
HTML file
MHT file
RTF file
DOCK file
XLS file
KL5X file
C5V file
Text file

BEEDEH® D E O E

Image file
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3. Enter a File name.
4. Select the location to save the file.

i[f Save s x
_ Jr » ThisPC » Downloads v [} 2 Search Downloads
Organize » New folder == - e
[&] Pictures " MName Date modified Type

installation files
J'S Music
B Videos

@ OneDrive

Nao items match your search,

& This PC
) 3D Objects
[ Desktop
Documents
‘, Downloads
J\ Music
[&=] Pictures
B Vvideos
‘o Local Disk (C:)

sl wu

FIELE R R port Employes Table "

Save as type: | Text documents(.tt) ~

» Hide Felders Save | | Cancel

5. Click Save.

10.5. Printing a Card
Once you have saved a card template, you can print cards using the template.
For best printing results, it is strongly recommended to use 300 dot per inch (dpi) and a high

screen resolution (at least 1280x1024 for a portrait card or 1600x900 for a landscape card). A
resolution of 1920x1080 is recommended.

AxTraxPro™ v28.0.2.X 143
Desktop Client User Guide



To print a card for a user:

1. Inthe tree view, select the department for the user to print.
2. Select a user.

3. From the tool bar, click the @ icon.

Print Cards - Preview n

| [ Print the photo on the back side

Cancel || < Back MNext = Print All Print preview... | | Print...

4. Change the barcode type:

a. Right-click on the Barcode field and select Barcode.

Barcode
Delete
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Barcode Parameters
Barcode Mumber
Randaom
TER24076 ®
() User Number
Choose Alphabet Coding: ||:|:||:|E‘|23
oK Cancel

b. You can use the barcode that is generated automatically or enter a numeric barcode manually.
c. By choosing User Number the Barcode will be same as the user number

d. From the Choose Alphabet coding drop down, select the kind of coding.

AZTEC

CODABAR

CODE128

CODE128C
DATAMATRIEX
DATAMATREXASCI
DATAMATRIXBASEZSG
DATAMATRIXCAD
DATAMATRIXEDIFACT
DATAMATRIXTEXT
DATAMATRIXX12
[20F5

QRCODE
QRCODEALPHAMUMERIC
QRCODEBIN
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5. Click OK.

6. The barcode appears on the card template.

Print Cards - Preview

JP=10

Add photo [ Printthe photo on the back side

Next > Print All Print preview... ‘ ‘ Erint..
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Capture Image

8. Do one of the following:
a. Select Browse to locate an image to insert.

b. Select PC Camera and select Capture Image.

9. Click OK.

10. [Optional] Click Print preview to show the enlarged card screen.

&0~ 008 H 6| o

11. Click Print to print that particular card or click Print All to print all the available cards.
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10.6. Adding an Individual User

To add an individual user:

1.
2.

In the Tree View, expand the Users element.

Expand the Departments/Users element and select a department for the new user.

On the toolbar, click the + icon.

Enter the user details as needed using the tabs described in the subsections below.

Click OK.

The window closes and the new user appears in the Display Area.
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10.6.1. General

The General tab displays:

* User identification information

* User validity settings

* Access Groups for the user

* Access rights for the user

User Properties

General  Access Groups  Credentials  Details

Phota
First Name Middle Mame
Last Name User Number {1 to 2000000000)
| | [ 5]
Department Card +Card Group
Department 1 ~ | MNone V|
Car Parking Group Identification
= 7| |
Valid Date
From [ Until
'T‘ 22/11/2022 [ERd 22/11/2022
o000 |2 2359 =
Cal Locati
Rights [ Enable Counter Valug [ Enable
Antipassback Immurity ] Set New Courter {Tto 1000)
| Mever ~ |
Links [] User Dual Athentication Overide on Reader
[ Bdended Daor Open Time ] Access Granted Command e T 7
[] Access Denied Command - E—
) Never i
Supported only on AC-825IP [ Handicapped e —
[ Intedock Immunity User Selected Output Group Never -
Lockdown Immurity: 0 Lockdown Groups ‘ None ~
New || ok || Cancdl

The General tab fields are described in the following table:

Field Description

Click to add a photo of the user, or to remove an existing photo.
The selected photo aspect ratio should be 1.25 H x 1.00 L; otherwise, the photo

Photo > Add

First Name
Middle Name

Last Name

may be distorted.

Be sure that the photo is rotated properly before adding it.

Type the user's first name.

Type the user's middle name.

Type the user's last name.
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A
0
n
| %

Field Description
User Number Type a unique user number to identify the user.
Department Select the user's associated department.

Select the user's access group.

Default" Unauthorixed
Access Group

Click to add the user to a custom access grup within all available readers and
mapped terminals.

Card + Card Group Select to add a user to a defined Car + Card group.
Car Parking Group Select to add a user to a defined Car Parking group.
Identification Add text that identifies the user

Click to select which color to use to highlight this user when the user generates
Color access events.

User highlighting must be activated in Tools > Options > General tab.
Location Click to display a log of doors accessed by this user.
Valid Date > From Select the date/time from when the user's access rights begin.
Select the date/time on which the user's access rights end.

This field is only available when the check box is selected.

Valid Date > Until N
For AC-215 panels, only the date is recognized; the time entered is
not recognized. Also, the Until date is not part of the valid range.

Select to set an access rights countdown counter for this user (see Configuring
Counter > Enable User Counters).

When the counter reaches zero, the user's access rights end.

Select to set a new countdown counter value for this user (see Configuring User

Counter > Set new counter
Counters).

Select a new countdown counter value for this user.
Counter > Counter Value o )
This field is only enabled when the Set new counter check box is selected.

Select to enable email notifications to be sent to the user's email, which is

Email Notifications > Enable
defined in the Details tab (see Details Tab)
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Field Description

Select to override any Antipassback restrictions for this user.

Never

Always
Rights > Antipassback Immunity

User-defined time zone

D
For an AC-215 access control panels, only Always will work.

Rights > Extended Door Open Select to entitle this user to an extended unlocked door duration. The extended
Time duration is set for each door (see AC-825IP).

When defining user properties, you can define certain output groups to be

Rights > Auto Open . ) .
active automatically (see Auto Opening for Output Groups).

Allows the user to open doors within the relevant access group regardless of
the interlock status

Rights > Interlock Immunity

1
This feature works only for AC-825IP.

When defining user properties, you can define certain output groups to be

Rights > Auto Open

g P active automatically (see Auto Opening for Output Groups).
Links > Access Granted Select to activate a link rule initiated by access granted commands for this user
Command (see Adding Panel Links).
Links > Access Denied Select to activate a link rule initiated by access denied commands for this user
Command (see Adding Panel Links).

Select to activate a dedicated output a short time after the door is unlocked

Links > Handi d
Inks > nancicappe (see Adding Panel Links).

Select an output group for this user. The outputs are triggered every time the

Links > User Selected Output
P user accesses a door, as specified in the Links window (see Adding Panel

Grou
P Links).
Select to override the dual authentication defined by the system.
® Force Time Zone: The user must present two credentials, even though the
reader does not require it.
. . D
User Dual Authentication For this feature to be active, the Dual Authentication Mode check

Override on Reader box in the Reader window must be selected.

Time Zone Immunity: User is granted access per one credential and not per
two credentials, even though the reader might be in “User Dual
Authentication” mode.
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10.6.1.1. Auto Opening for Output Groups

When defining user properties, you can define certain output groups to be active automatically.

A
Output that needs to active this function must be always in Active state in the “Event Filter”
(Panel properties > Options).

To define Auto Open for output groups:

1. Inthe Rights section, click Auto Open.

Rights
Antipassback Immunity

Mewver A

[] Extended Door Open Time

Auto Open...

Supported only on AC-825IP
[ ] Intedock Immunity
Lockdown Immunity: 0 Lockdown Groups
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2. For each output group selected in the Output Group drop down:
a. From the Time Zone drop down, select a time zone.
b. From the Time box, select a duration time of the activation.

c. Select and move the desired readers using the arrows.

M

Output Group Time Zone

[ v | [Aways v
Time

0004 Ll

Readers

1Panel 1%Reader 1
1Panel 1"Reader 2
1"Panel 1"Reader 3
1"Panel 1%Reader 4

L ]

yo
L

3. Click OK.

10.6.2. Access Groups Tab

Use the Access Group tab to assign one or more Access Groups to a user.
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User Properties H
General Credentizls Details
Access Group &1 Select ) Create
Unauthorized
ddttional acce: URemove @ Add
Product
ddtional readers ® Edit time zone U Remove @ Add
Readers | Directions | Time Zone | Network |
New || ok || Cancel

The Access Groups tab fields are described in the following table:

Field | Description

The user's main access group.
Access Group

A
Unauthorized is the default access group .

Additional access groups

Option to add or remove additional access groups
Additional readers

Option to add or remove additional readers
Access Group

To select a main access group:
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1. Click Select.

Select access group

Access Group
[ Access Group 1
v [ Access Group 2
[ Access Group EU
b [ Access Group NA
v [ Master
> Unauthorized

o

Cancel | | Apply

2. Click F to see the readers in the access group and their time zones.

. It is not possible to select an individual reader for a main access group.

Select access group

Access Group

-

) | Access Group 1

-

()| Access Group 2

y ()

Access Group 4

Access Group EU

()| Access Group NA

T\Panel AC-825IP\Reader 1 -
T\Panel AC-825IP\Reader 2 -
T\Panel AC-8251P\Reader 3 -
T\Panel AC-825IP\Reader 4 -

() Master

[

) Unauthorized

o)

Time Zone NA
Time Zone NA
Time Zone NA
Time Zone NA

Cancel | | Apply

3. Select a main access group.
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4. Click Apply.

. If you try to change the main access group after additional access groups or readers are

3

Select access group

Access Group

[ Access Group
v [ Access Group

[ Access Group
3 Access Group
v [ Master

[ Unauthorized

)
A

M

1
2
EU
A

Cancel | | Apply

added. The following Warning message is shown:

Warning

Changing Access group will remove all selected Additional
access group(s) and Additional reader(s).

[ ok ]| cance

The selected access group appears in the main screen.

5. Click OK to save the assignment of the main access group in the DB.
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User Properties

General Access Groups  Credentials  Details
MAecess Group

& Select (®) Creats
Access Group NA

Addtional access groups

ﬁ Remove @ Add
Product

Addtional readers

® Edit time zone
Readers | Directions

.ﬁ Remove Add
| Time Zone

| Network

Cancel

To create an access group:

1. Click Create.

Access Group ~ Dietalls B
Name
[Aocess Group 3 | |® Epandal || |l & At |
|
Time Zone

Access Group NA

[] Set Time Zone ([ Access Group 2

Aways

Cancsl
2. Inthe Name, enter a name for the access group.
3. Click OK.
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The new access group is created and, it is saved automatically assigned to this user. The access
group appears in the main screen.

4. Click OK to save the assignment of the main access group in the DB.

User Properties n
General Access Groups  Credentials  Details
Access Group Z] Select @) Create
Aecess Group 3
Additional access groups 'TJ- Remave @ Add
Product

Addtional readers ® Edit time zone Tj Remove @ Add

Readers | Directions | Time Zone | Network |

New || ok || Ccancel

Additional access groups

To add additional access group(s):

1. Click Add.

The main access group cannot be selected.

Access groups that have shared reader(s) with the main access group cannot be selected.

2. Select one or more access group(s) in the list.
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3

Add access group *

The list contains only access groups that do not conflict
with groups that were previously selected

Access Group
Access Group 1
3 Access Group 2
Access Group EU
3 Access Group NA

3 Master

Unauthorized

Cancel || Apply

updated to show only readers with no conflicts.

3. Click Apply.

After an additional access group is selected, an access group that contains a shared

The list contains only access groups that do not conflict with groups that were previously
selected. The list is updated dynamically. When an access group is selected, the list is

reader is not available to be added. The time zone for the shared reader is not a condition
used to make this decision.

The selected access group(s) appear in the main screen.

4. Click OK to save the additional access group(s) in the DB.
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User Properties n

General Access Groups  Credentials  Details

Access Group 7] Select (®) Creats

Access Group NA

Addtional access groups ﬁ Remave @ Add

Product

Access Group EU

Addtional readers ® Edit time zone .ﬁ Remove Add

Readers | Directions | Time Zone | Network |

New || ok || Cancel

To remove an additional access group:

1. Select one or more access group(s) in the list.

Additional access groups \-_[- Remove @ Add

Product
Access Group 1

2. Click Remove.

Delete access group(s) ¥

o Are you sure you want to delete 1 access group(s)?

ok || Ccancel
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3. Click OK.

The selected access group(s) are removed in the main screen.
4. Click OK to save change(s) in the DB.

User Properties

General Access Groups  Credentials  Details

Access Group 7] Select &) Creats

Access Group NA

Addtional access groups ﬁ Remove @ Add

Product
Addtional readers ® Edit time zone ﬁ Remove @ Add
Readers | Directions | Time Zone | Network |

New || ok || Cancel

Additional readers
AN
A change made will override the rights and/or the permissions of the selected access group.

To add an additional reader:
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1. Click Add.

The list contains all readers in the database.

The 1! icon indicates the reader exists in an access group that is already assigned. The
time zone for the selected reader is used.

Add Reader

E
&

1\Panel AC-825IP\Reader 1
1\Panel AC-825IP\Reader 2
1\Panel AC-825IP\Reader 3
1\Panel AC-825IP\Reader 4
1\Panel AC-825IP\Reader 5(0OSDP)
1\Panel AC-825IP\Reader 6(0SDP)
2\Panel T\Reader 1

2\Panel T\Reader 2

2\Panel 2\Reader 1

2\Panel 2\Reader 2

3\Panel T\Reader 1

3\Panel T\Reader 2

3\Panel 2\Reader 1

3\Panel 2\Reader 2

#\Panel T\Reader 1

#\Panel T\Reader 2

oooooDooooooooono

Direction

Search

Network

Network 1
Network 1
Network 1
Network 1
Network 1
Network 1
Network 2
Network 2
Network 2
Network 2
Network 3
Network 3
Network 3
Network 3
Networl 4
Networl 4

Cancel

Apply

. The time zone assigned to the additional reader selected overrides the time zone for all the

readers that are part of the selected access groups.

2. Select one or more reader(s) in the list.
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3. Click Apply.

Add Reader

Reader Direction
[ 1\Panel AC-825IP\Reader 1 In
[] 1\Panel AC-825IP\Reader 2 Out
[]  1\Panel AC-825IP\Reader 3 In
[] | 1\Panel AC-825IP\Reader 4 Qut
1\Panel AC-825IP\Reader 5(0SDP)  In
1\Panel AC-825IP\Reader 6(0SDP)  Out
[]  2\Panel T\Reader 1 In
[]  2\Panel T\Reader 2 Out
[] | 2\Panel 2\Reader 1 In
[] | 2\Panel 2\Reader 2 Out
[]  3\Panel T\Reader 1 In
[]  3\Panel T\Reader 2 Qut
[] | 3\Panel 2\Reader 1 In
[] | 3\Panel 2\Reader 2 Qut
[]  #\Panel T\Reader 1 In
[1 4\Panel T\Reader 2 Out

Search

&

Network

Network 1
Network 1
Network 1
Network 1
Network 1
Network 1
Network 2
Network 2
Network 2
Network 2
Network 3
Network 3
Network 3
Network 3
Network 4
Networl 4

v

The selected reader(s) appear in the main screen.

. The default time zone for the added reader is Never.

4. Click OK to save change(s) in the DB.
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User Properties
General Access Groups  Credentials  Details
MAecess Group

Access Group NA

Addtional access groups

7] Select

-'I.J- Remove

@Create

® Add

Product

Access Group EU

Addtional readers

® Edit time zone -ﬁ Remove

® Add

Readers Directions Time Zone

Netwark

1%Panel AC-825IP\Reader 6{050F) Out Never

Network 1

Cancel

A
If you approve Never as a time zone, the assigned user will not have access to this reader.

The following Warning message is shown:

Warning

| The list has 2 reader(s} with time zone set to Mever,

ok || cancel

To edit a time zone:

1. Select one or more reader(s) in the list.

Addttional readers

@ Edit time zone: -'I.J- Remove

@ Add

Readers Directions Time Zone

Network
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2. Click Edit time zone.

3. Select a time zone.

4. Click Apply.

Select time zone

Searchn

M

Time Zone

[ Always
() Never

@ Time Zone M4

Cancel | | Apply

The selected time zone is saved and is shown in the main screen.

. The time zone selected for the reader(s) overrides the time zone for the access group(s)

that contain the reader(s).

5. Click OK to save change(s) in the DB.
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User Properties

General Access Groups  Credentials  Details

Access Group 7] Select &) Creats
Access Group NA
Addtional access groups -'I.J- Remave @ Add
Product
Access Group EU
Addtional readers ® Edit time zone -ﬁ Remove Add
Readers Directions Time Zone Netwark
1%Panel AC-825IP\Reader 6{050F) Out Never Metwork 1
New || ok || Cancel
To remove a reader:
1. Select one or more reader(s) in the list.
Addtional readers @ Edit time zone -'I:l'- Remove @ Add
Readers Directions Time Zone Netwark
14Panel AC-8251P"\Reader 6{0S0P) Cut MNever Metwork 1
New || 0K | Cancel

2. Click Remove.
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3. Click OK.

Delete reader(s) X
0 Are you sure you want to delete 1 reader(s}?
ok || Ccancel
The selected reader(s) are removed in the main screen.
4. Click OK to save change(s) in the DB.

User Properties n
General Access Groups  Credentials  Details

Access Group & Select @ Create
Access Group NA

Addtional access groups .ﬁ Remove Add

Product

Access Group EU

Additional readers ® Edit time zone ﬁ Remove Add
Readers Directions Time Zone MNetwork

New | [ oK || cancel
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10.6.3. Credentials Tab

Use the Credentials tab to associate up to 16 cards with each user, as well as to assign a user’s PIN

codes.

Details

User Properties

General Access Groups Credentials Details User Fields

Protocol Issue Number Site Code Facilty Code Card ID Credential Type Details Status
3 Wiegand 26 bits ~ 99 48620 Card ~ Active v
Wiegand 26 bits ~ 18 42886 Card ~ Active ~
Wiegand 26 bits ~ 106 54343 BLE ~ Active v
Wiegand 26 bits ~ 167 34325 Card ~ Active ~
. Wiegand 26 bits ~ Card ~ Active v

Envoll from Fingerprint Temminal

FIN Code

Number of Digts (410 8)

e

Print Card

Enroll from Face Teminal Enroll from Desktop Reader

Duress PIN Code

Number of Digis (4o 8)
Random PIN Code H

Code

Enroll from License Plate

Add from List

Random PIN Code

oK

Cancel

The Credentials tab fields are described in the following table:

Field | Description

Details

Details > Enroll from Fingerprint

Terminal

Details > Enroll from License

Plate

Details > Enroll from Face

Terminal

Details > Enroll from Desktop

Reader

Displays the various properties of the credential added to the system for the

user

1
The Issue Number and Site Code fields are only available if the
Protocol selected is “Rosslare 38-Bit (Rosslare Proprietary)”.

Click to enroll a user's fingerprint (see Enrolling a User’s Fingerprint).

Click to enroll a license plate (see Enrolling a License Plate).

Click to enroll a face from a terminal (see Enrolling a Face from a Terminal).

Click to enroll credentials using a desktop reader (see Enrolling a License Plate)
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Field Description

Click to associate a user to a card or multiple cards (see Associating a User to
a Card).

A
Before you can associate a user to a card, you must be sure that
Details > Add from List y | .
the card has been added to the system (see Auto Opening for

Output Groups).

All cards within the user's specified Facility code are listed

Define PIN Code and Duress PIN code options:

* Number of digits: Select the length of the PIN for this user
® Code: The 4- to 8-digit PIN and/or Duress PIN code

PIN Code/Duress PIN Code * Random PIN Code: Click to automatically generate a random PIN

A
AxTraxPro permits to set all the numbers including zeros for the
PIN code/Duress PIN Code.
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10.6.4. Details Tab

The Details tab contains detailed contact and identification details about the user.

General | Credentials | Details

|Ml

Telephone

Home Telephone

Mobile

Car Registration

Fax

Title

Email

Date

Address

11/14/2018 @~

Notes

The Details tab fields are described in the following table:

Field

Description

Telephone Type an office telephone number for the user.

Mobile Type a cell phone number for the user.

Fax Type a fax number for the user.

Email Type an email address for the user (up to 100 characters)
Address Type a postal address for the user.

Home telephone

Type a home telephone number for the user.

Car registration

Type the user's license plate number.

Title

Type the user's title (e.g. "Mr.").

Employment Date

Enter the date that the user joined the firm.

Notes

Type any additional information.

Details

Click to open the user's additional details folder.
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10.7. Managing Cards

Access cards are added to the system manually. The enrollment for a card is done from a desktop reader
or from a UHF reader. Once a card has been added to the system, it can be associated to a user.

To add cards manually

1. Inthe Users tree view, select Cards.

El LxTraxPro

gy AC Networks

@ Biometrics

% Video Integration
E'FE, Timing

--III Groups

2% % Users

|_:_|i'= Departments/Users
.28 General

.. 4% Department 1

U?' User Filter
=% Vehicle Types

-6

2. Click the Insert Cards manually icon.

C MR

Insert Cards manually
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3. Type or select the Quantity, the number for the first card, and the Facility Code in the applicable box.

Add Cards

Selection Type
Add Cards

Cuantity
f

Sequential Users
General
Department
General
Access Group
Unavuthorized

Rights

Newver

Antipassback Immunity

Extended Door Open Time:

Please note that the mass addition of users takes time, depending on the amournt of users, panels, and so on. During this time, the client wil
not respond. Please wait patiently until the process finishes.

Access Granted Command

Access Denied Command

Handicapped

User Selected Output Group

Sequential Cards
Card Protocol
‘ Wiegand 26 bits ~ |
Start from (1 To Facility Code (0 To
H :
FIM Code Links
Started from 1000 =
Random Digits
Valid Date
From
9/30/2020 00:00 :
Untd Courter
9/30/2020 2359 E Enable

(1to 1000

Cancel

4. Click OK.

To enroll cards from a desktop reader:

1. Inthe Users tree view, select Cards.

=] AxTraxPro

£ Biometrics
Hiw Video Integration

@F@m Tirming

-5 % Users

|_:_|i'= Departrments/Users
: i‘ General

28 Department 1

™ User Filter
=5 Vehicle Types

] Carcs|

=l
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2. Click the Enroll from Desktop Reader m icon.

4uUs Enroll from Desktop Reader h
. —

3. Select the Desktop Reader Type, Protocol, and COM Port from the applicable list.

Enroll from Desktop Reader n

Deskiop Reader Type

| DR-5255/MD-08 v|
Pratocal

wiegand 26 bits |
CO Port

Maone v

DR-US55ET Farameters

Technalogy Type
ALL ~ Set Configuration

Technalogy Type iz zet to:

Select Al

Clear

| 0k, | | Carcel |

4. If the DR-U955BT is selected in Desktop Reader Type, then you must also select the technology type
from the drop down and click Set Configuration.

AxTraxPro™ v28.0.2.X 173

Desktop Client User Guide



5. Enroll a card by presenting it to the reader. Each card enrolled appears in the screen.

4215317
423422

6. Select the cards to add (added cards are selected by default).
7. Click OK.

To enroll cards from an UHF reader:

1. Inthe Users tree view, select Cards.

=[] AxTraxPro
: | ]

sin AC Metworks
## Biometrics

; Yideo Integration
+]- S g

Bl Groups

-5 % Users

|_:_|i'i Departments/Users
‘.'i General

‘." Department 1

a;" User Filter
4= Vehicle Types

ER) Cards
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2. Click the Enroll from UHF Reader f-l'-‘ icon.

4. Click OK.

180 o@EX

U=zer
:w Enroll from UHF Reader h

3. Select the Protocol and COM Port from the applicable list.

Enroll from UHF Reader

Protocol

|W|egar1d 26 bits

COM Port

| None w

Read  Wiite

Select All

oK

| | cancel

10.7.1. Associating a User to a Card

Once users and cards have been added to the system, you must associate each user to a card.
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To associate a user to a card:

1. While in the User Properties window, click the Credentials tab.

User Properties

General Access Groups Credentials Details  User Fields

Prirt Card

Details
Protocol lssus Number  SitsCods  Facity Code Card ID Credsntisl Type Detals Status
b | Wisgand 26 bits v %9 48620 Card v Adtivs
Wiegand 26 bits ~ 18 42886 Card ~ Adive
Wisgand 26 bits v 106 54343 BLE v Adtivs
Wiegand 26 bits ~ 167 1325 Card ~ Adive
o |Wiegand 26 bits v Card v Adtive
Erral from Fingerprint Terminal Envolfrom Face Teminal Ervell from Desktop Reader Erral from Licerse Plate Add from List...
PIN Cade Duress PIN Cade
Number of Digts (4 o 8) Number of Dighs (410 8 Code
e Random PIN Code: =) Random PIN Code
New oK Cancel
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2. Click Add from List.

e
e ———

Awvailable Cards

0, 000000000000003
0, 000000000000004
0. 000000000000D05

Selected cards

o

e
-\_.‘

oK || Ccancel

3. Select the card(s) from the Available Cards list you wish to associate with the user and move them to
the right panel using the arrows.

4. Click OK.

If a card has already been associated to this user, it appears in the Selected Cards list.

10.7.2. Card Design (Photo ID)

AxTraxPro allows you to design badges for mass printing and supports connectivity with digital cameras
for image capture.

10.7.2.1. Creating a Card Template

To create a card template:
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1. Inthe Tree View, expand the Users element.

2. Expand the Cards element and click Card Design.

3. Onthe toolbar, click the + icon.

Description

Scale

@ Inches

(0) Centimeters

Size
@ ID Card (3.370"* 2.1257)

© 180 Card (3.375"* 2.1757)

) Customized (size set by user)
Width

400  Inches (Max 4.00)

<Back | [ Net>

Orientation

@ Landscape

©) Portrait

Height

3000 Inches (Max3.00)

Card Design - Template a

4. Enter a description for the template and define the scale, orientation, and size.
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5. Click Next.

Card Design - Fields B

0.0 1.0 2.0 3.0
Database Fields L

PR NI IR N User Fields

o
o

r
=1

=)
P NI S N S I N SR

Barcode

= | EEH R
agigaﬁa
Zlla| |Z| |z] |=
gmzm:E

AN EA R EAREARE

: PRI R E

Iser Identification

Border

Click and drag the components from Isft and place them in the card area Press Cul
key and click ta sign multiple components. Use rightclick to change the properties

Stalic fields

Static field 16

<Back Next > Cancel

6. Right-click the card area background to set the background color or to select a file to use as the
background.

Background
Transparent

Edit

7. As desired, drag the fields on the left into the card area to create the layout of the card.
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8. Right-click on any field appearing in the card area to show the following menu options:

Font
Background
Transparent

Properties

Left Align
Center
Right Align

Edit
Delete

9. Click Properties to remove the border and change the field size.

e |
Last Marme E

Border
Position Size
Top Height
0.480 (Max 2.125) 0.208 (Max 2.125)
Left Width
0.135 (Max 3.365) 1.354 (Max 3.365)
ok || Ccancel
10. Click OK to return to the Card Design - Fields screen.
11. Click OK to save the card template.
10.7.2.2. Copying a Card Design
To copy a card design
1. Inthe Tree View, expand the Users element.
2. Expand the Cards element and click Card Design.
3. Select a design.
4. On the toolbar, click the ﬁa icon.
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10.7.2.3. Printing a Card

Once you have saved a card template, you can print cards using the template.

AN
For best printing results, it is strongly recommended to use 300 dot per inch (dpi) and a high

screen resolution (at least 1280x1024 for a portrait card or 1600x900 for a landscape card). A
resolution of 1920x1080 is recommended.

To print a card:

1. From the card template list in the Display Area, select the template you wish to use and click the @

icon.

Print Cards - Selection

The Print Card wizard will help you to print
cards in a pre-designed card layout.

Which card layout do you want to print?

| Card Design 1 v

You can press back at any time and
change your selection.

< Back Next > Print All Print preview... Print...
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2. Select the layout you wish to use (if different than what you selected in Step From the card template

list in the Display Area, select the template you wish to use and click the icon. from the corresponding

drop downs.

3. Click Next.

A
For users to appear in the Available list, they must have cards associated with them as
described in Associating a User to a Card.

O Select Users

First Name

Original
Duplicate
Trey

The fifth

i

Seven
Hocho
Second order beginning
Dozen
Unlikely
Score
Fiftcen

Hexa

Prime

Prime 2
Triplicate
Decade

New century
Millerial
Birthday
Bob
Multiple
Front door

Last Name

Search

Department Identification

User
User
User
User
User
User
User
User
User
User
User
User
User
User
User
User
User

User

User
Alice

Greeter

General
General
General
General
General
General
General
General
General
General
General
General
General
General
General
General
General
General
General
General
General
General
General 2304647

Close

4. Select the users from the available list for whom you wish to print a card.
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5. Click OK.

Print Cards - Preview

| (1 Printthe photo on the back side

Cancel || < Back MNext = Print All Print preview... | | Brint...

6. Change the barcode type:

a. Right-click on the Barcode field and select Barcode.

Barcode
Delete
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Barcode Parameters
Barcode Mumber
Randam
TE524076 ©
{7 User Number
Choose Alphabet Coding: |CDDE1EE
QK Cancel

You can use the barcode that is generated automatically or enter a numeric barcode manually.
By choosing User Number the Barcode will be same as the user number

b. From the Choose Alphabet coding drop down, select the kind of coding.

AZTEC
CODABAR
CODET28

CODE123C
DATAMATRIX
DATAMATRIEXASCI
DATAMATRIXBASEZ56
DATAMATRIXCA0
DATAMATRIXEDIFACT
DATAMATREXTEXT
DATAMATRIXX12
[20F5

QRCODE
GRCODEALPHANUMERIC
QRCODEBIN
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c. Click OK.

The barcode appears on the card template.

Print Cards - Preview

JP-10

Add photo [ Print the photo on the back side

| | Print.
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7. Click Add photo if you wish to select a different image either from a file or from a PC camera:

Capture Image

a. Do one of the following:

* Select Browse to locate an image to insert.
* Select PC Camera and select Capture Image.

a. Click OK.

8. Use the green arrows to preview additional users.

9. [Optional] Click Print preview to show the enlarged card screen.

&0~ 008 H 6| o
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10. Click Print to print that particular card or click Print All to print all the available cards.

10.7.3. Setting Card Automation

You can program the system to automatically keep track of any user card that has expired because of

non-use over specified period of time. Once detected, this card can either be deleted automatically or you
can be notified of it.

To set card automation:

1. Inthe Users tree view, expand the Cards element and select Card Automation.

=[] AxTraxPro

H-453 AC Networks

@ Biometrics

T%. Video Integration
%E Timing

--III Groups

-3 % Users

Ei‘ Departments/Users

{]?' User Filter

=% Vehicle Types
=8 Cards

2. Click the + icon.

Card Automation n

Automation Type
| Delete card automatically w |

Automation Description
|Dele°te card automatically |

Period

RN

OK || Cancel
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3. From the Automation Type drop down, select the action to be taken when a card has not been used in
a certain period of time.

Delete card automatically

* Ask before card deletion

* Notify by email
. For this option, you must supply an email address and you can add an optional
signature.

Report in System Event Log only

4. From the Period box, select the time period.
5. Click OK.

10.8. Adding Vehicle Types

To add a car and select a vehicle type:

1. Inthe tree view, select Vehicle Types.

=] AxTraxPro
ry AC Networks
’fﬂ Biometrics
% Video Integration
L‘?@m Tiring
--III Groups
E|§ £ Users
Eii Departments/Users
& General
.48 Department 1

----- O Wisitors

{j_"' User Filter

Vehicle Types

AxTraxPro™ v28.0.2.X 188
Desktop Client User Guide



2. Click the Insert icon.

A% 3 x =

Insert tion

3. Type a Description for the vehicle type.

Vehicle Type n

Description

oK | Cancel |

4. Click the Edit Manufacturer &= icon.

s+ 2 x=

Drescription

Edit Manufacturer
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5. Select the vehicle manufacturer from the list.

5. Click Close.

Manufacturer Company n

+ = XK
m_ A
ALDI

BENTLEY

B

BUGATTI

CHRYSLER GROUP LLC
CODA

FERRARI

FOMOCO

GM

HOMNDA

HYLUNDAI

JAGUAR CARS
KIA

| ARADDrS LRI

10.9. Using the User Filter to Search for Users

Search for enrolled persons in the access control system with the User Filter.

To search for users:

1. Inthe Tree View, expand the Users element.
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2. Select User Filter.

3. Click &

4. Enter the necessary user information

E| HAxTraxPro

-5 AC Networks

%ﬂ' Biometrics

% Video Integration
% Timing

--III Groups

E|i ¢ Users

. ©-#& Departments/Users
i‘ General

----- i‘ Department 1
O Yisitors
By o

User Filter

First Name
Last Name

PIN Code

User Number

Card Number

Access Group
Reader Rights
Identification

Card + Card Group
Car Parking Group
Aggregating by

5. Click OK.

. The search filter is not case sensitive.
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11. Adding Operators

Operators are people with access to the AxTraxPro application. The default operator name is
Administrator.

Different operators have wider or more restricted security rights, from complete control over the system
to the ability only to view one section. All operator passwords are case-sensitive.

. A person can only be put into the operator category if they are a regular user in the system.

To define operators:

1. Inthe Tree View, select the Operators element.

El AxTraxPro

1. AC Networks

@ Biometrics

: %. Video Integration
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2. 0On the toolbar, click the + icon.

Operator Properties n
Usemame
ID [ |
Logout Enable
Auto Logout {minutes) [+ Enabled
[ Localize guard User
. - ‘Not Mapped
Status Maps... | Clear | | Update |
Clients

[] Web client and mobile app

Location Rights

Maone Read Madify

Events

®®
OO

MNetworks

Configuration

Operators
Users and Cards

Visitors

Reports
Lockdown

O|0|0|0|0|0|0|0

CHONONOONO
O|O|0|0|0|0

Password...

o
=

In the ID field, enter the Operator's name.

Auto Logout - to define the time in minutes the AxTraxPro Client will logout.

Click Enable to enable this operator.

Select Localize guard to define the operator with limited rights.

Click Networks... and Status maps... to define the associated operator’s local rights.

Click Web client and mobile app to enable this option.

© © N o o~ W

Set the operators global permission rights for each of the screens in the Location list.
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10. Click Password... to open the Operator Password dialog.

11. Enter the operators’ password in the Password field and re-enter the password in the Confirm

Password field.

Operator Password H

Password

Password

Confirm Password

Password Rules

1. Password must be between & and 15 characters.

2. Password must contain at least one uppercase, ar
capital, letter (ex: A, B, etc)

3. Pazsword must contain at least one lowercase letter.

4. Password must contain at least one number digit {ex: 0.
1,2 3 etc)

[ ok | cancal

12. Click OK to save your settings.
The dialog closes and the operator is shown in the Display Area.

12. Managing Visitors

In addition to regular users, you can add visitors to the system, which includes their contact details,

associated card details, and access rights.
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To create visitors:

1. Inthe Users tree View, click Visitors.

E| AxTraxPro
53 AC Metworks
& Biometrics

% Video Integration

: i‘:‘E Timing
B0 Groups
-1 i Users
. £-ga& Departments/Users

[ ]
-i General

-i Department 1

Visitors

2. Click the + icon.

3. To set the General properties, Credentials, and Details, use the same procedure used to add a user,
see Adding an Individual User.

4. To select visitor options, click the Visitor Options tab.

General Access Groups Credentials Details Misitor Options

Visitor Identification Automatic Disable on Exit

| | Access Area
[ Visit Date/Time | None -
Options
28/11/2022 Inactive Card
11/

Unauthorized User
0946 |2 Unassigned Card

Hosted

Department User

| None: v|  None
Comment

. Visitors can be seen in a list or as a group of cards.
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To see the visitors in a list:

1. Click the List E icon.

leeee e |
48 +EmXR € @

First Name | Last Name | User Number | Access Group

b | shamam visitor a | Unautharized |

To see the visitors as group of cards

1. Click the Card m icon.

A2 +HXX: €8

Drag a column header here to group by that colurnn

: shamam wisitor ~

shamam wisit
User Mumber ]
Access Group

Unauthorized | - |

13. Integrating Video Systems

Cameras can be added to the network to allow real-time viewing of any area desired.
The video integration can be done with Hikvision or Dahua servers.

The functionality will be discussed in future versions of the manual.
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14. Creating Status Maps

The Status Map displays the status of every door, input, and output, antipassback rules, and alarms in the
facility on user-selected floor plans.

To set up a Status Map:

1. Inthe Tree View, select Status Map.

2. 0On the toolbar, click the + icon.

M Status Map

Status Map 1

Design Mode Close Save

3. Right-click in the window and select Set background from the shortcut menu.

To change the map image and/or to add objects on the map, you must select Design
Mode. The Add Map icon on the toolbar is enabled.
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4. Select a graphic file (bmp, jpg, gif, or tiff) for the Status Map background.

. Status map icons can also be added to other status maps, indicating where the two map
areas meet.

5. Ensure that Design Mode is checked.
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6. From the Tree View, select readers, doors, inputs, outputs, additional status maps, cameras, or panels
and click the Add to Map icon from the toolbar menu.

The objects appear on the status map and can be dragged to their correct positions.

(4

Fods 210 - 192.168.20.144,

7. Right-click a map object and select Show on Map from the shortcut menu.

Show On Map - 1\Panel AC-825IP\Door 1 H

[ status

o 11 Gneel |
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8. Select Status to display the object’s state on the status map.

Show On Map - 1\Panel AC-825IPDoor 1 H
[ Status
® By Ouput O By Door Monitor

| oK I Cancel

9. For adoor's Show on Map properties, select:
a. By Door Monitor: Shows the doors open status based on its physical position.

b. By Output: Shows the doors open status based on the status of its lock.

10. Select Alarm to enable a visual alarm on the map for alarm events.

The alarm option is only available for panel elements where the alarm was already defined
(refer to the Generate Alarm field in the table in Section Adding Panel Links).

11. Repeat step 6 to 10 as required.

12. Repeats step 1to 10 to set up additional status maps.

14.1. Manually Opening a Door from Status Map

You can manually open a door while in the Status Map interface.

To manually open a door from the Status Map:

1. Clear Design Mode in the lower left corner of the status map.
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2. Right-click on a door that appears on the Status Map.

(|

Door 3Panel 1\Door

Options

(7) Open momentarily (closed by timer) [min:sec)
(7) Open pemanently (closed by Close output and retum to default mode?)

@ Close output and retum to Default mode

foply | [ Cancel

The available options are the same as those in Controlling the Door Manually.
3. From Options, select the option you want.
4. Click Apply.

15. Viewing Events

To see events:

1. Inthe Events window, select the Type icon.
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2. Click anicon to see its event list. The options are given below.

All Events Online
Panels AC
Access

Alarm

Archive 1
System
Biometrics

Lockdown

TeoLem ™ K H

Cameras

3. To select a time period for the events list, click the Events icon.

=0 »

Date
117 Events

4. Select a time period.

Ewentz

IR

Wiew last hour events

TEEEEE.

Wiew last day events

I |

Wiew last week events

g1l 1kl
AL

Wiew perindical events

%

Wiew all events H

=0
T

r
(=

16. Viewing Reports

AxTraxPro can produce various reports, including usage reports, attendance records, visitors, and roll
calls. The AxTraxPro Report Wizard allows users to design their own custom reports based on their
needs.
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16.1. Generating a Report

To generate a report:

1. Inthe Tree View, select the Reports element.

2. Select one of the four main report categories.

@ Immediate Reports

3. Select areport type from that category.

Depending on the category and type of report selected, the relevant parameters appear in the Display
Area.

For example, the parameters needed for the User Access Rights Report are displayed.

Interactive Reports - User Access Rights

||:+\| Users 1
Not Respa-?dlng Users ||:+\| Readers 1
AC Panel Links Report B

(4] Fields

Uzer special fields
[ UserID

[] User Credentials

. A parameter in red must be selected while a parameter not in red is optional.
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4. Click on a parameter to expand it.

(= Users

P

Search Search

2% General =)

2% Visitors
doe jane
jones don
smith bill

smith john @

™

5. Select and move the desired entities using the arrows.

6. Once all the entities in each parameter have been selected, click the i icon on the Toolbar to

generate a report.

The generated report, in this example the User Access Rights Report, appears in the Display Area.

#\Panel AC-825\Reader 2 (In) [}
4\Panel AC-825\Reader 2D (I
[S] | #ponel Acs25\Reader s 1)

4\Panel AC-825\Reader 3D (I

Not Responding Users 2\Panel AC-825\Reader 4 (In)
AC Panel Links Report

-825\Reader 4D (i
4 -825\Reader S(0SI
A\Panel AC-825\Reader 605 @
Q) e——

20 Selected

2 Fields

Search Search

[OIE 2

)

O O O O O O O B B B B2 )

T\Panel ACB2.. Al Days
T\Panel ACB2.. Al Days
T\Panel ACB2.. Al Days
T\Panel ACB2.. Al Days
T\Panel ACB2.. Al Days

1\Panel AC-82..
3\Panel 1\Read..

3\Panel 1\Read... Al Days
3\Panel 2Read... Al Days

PR | (] Use Credentit

16.2. Scheduling a Report

Once you have generated a report for the first time, you can schedule the same report to be generated

and saved automatically at a time interval of your choosing.
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To schedule a report:

1. With the generated report appearing the Display Area, click the E icon on the Toolbar.

Name Access

Description

[] Scheduling

2. Enter the name and description of the scheduled report.

3. Select Scheduling to expand the options.

SoveRepot @

Marme Agccess
Description
[# Scheduling
File Access PDF -
Every 15 Days 3
At 09:3952 % ¥
Start from 03 April 2017 3 [ v
[ To - EI
Emails
Recipients
Max File Size 1MB

4. Using the available fields, set the parameters (format, interval, period of time, email recipients) for the
scheduled report to be generated.

. In order to use email notifications, you must configure the SMTP settings (see Notification
Settings).
5. Click OK.
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Report Id Report Categ... Report Type MName Description

Updated At Is Scheduled

To access the list of saved schedule reports at any time, click the ﬁf icon on the Toolbar.

To delete a scheduled report, select that report in the Display Area and click the E icon on the

Toolbar.

16.3. Previewing a Report

You can preview a generated report in order to save or print it.

To preview a report:

1. Onthe Toolbar, click the '::'E' icon to preview the report.

=] Print Preview

ABedl @ Q& B s B =

- o %

Open Save Print.. Quick Page Scale Navigation| Zoom Zoom Zoom Page  |Enable Continuous Export... Send... Watermark
i Pane. . Out <~ I Layout -
File print Navigation Zoom View Export Document

ation 2 x

AxTraxPro 280.24 11
- — Print date: 01032023 123847
DocumentMap Pages Search Reslts
4 DynamicReport
4 Userldi2 Rosslare
User Name: Master Operator
4 Userlg:27 UserId: 2
User Name: Muttiple User Name: Master Operator

Access Group Type
Master Main access gop
UserTd: 7
User Name: Multple
Access Group Type
Access Group | Main access zowp
Access Group EU Additional aceess gop
Access Group NA. Additional access growp
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The available icons for each type of report preview are described in the following table:

Icon Name Click Button To...
Open Open a pre-saved report
Open
I=I Save Save the report document
Save
@ Print Print with adjustable settings
Print..
E_ Quick Print Print the document with default settings
Quick
Print
Page Setup Adjust the documents settings
Page
Setup...
E‘h
Scale Adjust the scaling of the page
Scale
@ L Opens the Navigation Pane for navigation through a document and
Navigation Pane search for text
Nawvigation :
Pane
- Zoom Out To view more of the page
Loom
Out
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Icon Name Click Button To...
- Zoom Used to see more detail.
Foom
. Zoom In To enlarge the script on the page
Zoom
In
Used to select a document page view:
% * Single Page- Displays one document page at a time.
Page Page Layout Two Pages - Displays two document pages side-by-side.
La gut' Wrap Pages - Displays pages side-by-side (the current zoom factor limits
¥yo the number).
Specifies whether to skip to the beginning of the next page on
reaching the end of the previous page or to enable continuous
H Enable vertical scrolling.
= Continuous
Enable Conh

nuous ' gerolling

. This command can only be selected when the Page
Layout is set to Single Page or Two Pages.

Show Cover
Page

Specifies whether to display the first document page separately or
alongside the next document page.

. This command is enabled only when the Page Layout
is set to Two Pages.

Export document

With the arrow below, choose in which format you wish the
document to be exported.

t x 1 - Send via email

With the arrow to the right, choose in which format you wish the
document to be saved and then sent via email.

Editing Fields

Highlights the document editing fields.
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16.4. Exporting a Report

To export a report:

1. Clickthe B icon on the Toolbar.

2. Select the file type.

& [RARE
i POF file I
HTML file
MHT file
RTF file
DOCK file
XLS file
KL5X file
C5V file
Text file

BEEDEH® D E O E

Image file
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3. Enter a File name.

4. Select the location to save the file.

i[f Save s
_ Jr » ThisPC » Downloads v [} 2 Search Downloads
Organize - MNew folder f==
Al Name Date modified Type
3 Quick access
I Desktop * Nao items match your search,
‘ Downloads o+
Documents o
[&=] Pictures E 4
installation files
J'S Music
B videos
& Onelrive
3 This PC
~J 3D Objects
[ Desktop
Documents
‘, Downloads oo |
FIE R NE port Employes Table]
Save as type: | Text documents(.tt)
A Hide Folders Save | | Cancel

5. Click Save.

17. Viewing the Guard Screen

To see the guard screen:

1. From the menu bar, select View > Guard Screen.

Window

Help

Events
Table View

Guard 5creen

Restore Docking

L
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The following Guard Screen window appears.

Guard screen

‘ 1% ‘Pznels:

First Name Test
Last Name

partment Test
ser number 2
ceess Group Master
ccess Granted No
ccess Denied No
ndicapped No
nded open time No

Antipassback Immunity Never
Output Group selected by user None

Output Group selected by user None

Access Granted
1\Panel AC-825IP\Reader 6{0SDP) T\Panel AC-825IP\Reader 6(0SDP)
10/11/2021 8:02:33 AM 10/11/2021 9:02:38 AM

18. Updating Firmware

The Update Firmware window allows an operator to update the firmware version of the selected access
control panel. For AC-825IP panels, you can also update the firmware of the connected extensions.

18.1. AC-215x, AC-225x, and AC-425x Panels

To update the firmware:

1. Inthe Tree View, expand the AC Networks element and expand a selected network.

2. Select a panel.
3. On the toolbar, click the ﬁ icon.

%ﬁ
Firmware Update 1\Panel 1

Panel Type known on PC

AC-225 B

Are you sure you want to update the fimmware of the panel 1%Panel 17
Fimware files

[ac2258v05_00_01 hex -

4. From the dropdown, select the HEX file relevant to the panel’s hardware type.

5. Click OK.

A progress bar runs at the bottom of the screen until the firmware update is found and then a pop-up
appears stating the update has begun.
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o The fimware update has started.

6. To see the progress of the update, select the network in the Tree View and look at the Downloads

column in the Display Area.

Status Downloads

Connected & [308 458

The updated finishes when the number of downloads reduces to zero and then no longer appears in
the column. The status of the panel is now “Connected”.

Status Downloads
Connected

18.2. AC-825IP Panel

The following firmaware update procedure is applicable only for an AC-825IP panel with a VG MCU
controller type.

To do a check for the MCU controller type:

1. Inthe Tree View, expand the AC Networks element and expand a selected network.

2. Select the AC-825AP panel.
3. Click Test.
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Panel Properties

General | Antipassback  Options  Inventory
Descrption

Panel Address

[1vPanel Ac 82517 | 1 Vi ®
Enabled [ Hide everts onthis PC
Panel Type Fimnware Version

2 Readers per Door

U] [ac82503_01_25

Hardware Type Bactloader Version

ACB25IP 9]  |bi_scs2sv_02_00

MCU Type
VG

Input Functions ~ Output Functions

Input 1A Door 1 REX Output 1 Door 1

Input 18 Door 1 Manitor Output 2 General purpese
nput 2A Spare Input 24 Output 3 Door 2

Input 28 Spare Input 28 Output 4 General pupose
Input 34 Door 2REX Output 50SDP) Door 3

Input 38 Door 2 Manitor v| | Output 60SDP) General purpose
< >

4. Verify that the MCU controller type is VG.

To update the firmware:

2. Select a panel.

Hardware 1'Panel AC-825IP

Firmware Version: ac825v03_01_25
Bootloader Version: btl_acB825v_02_00
Hardware Type: AC-825IP
Supervised Inputs: ‘es
Board Mone

| ey Type: VG |

ﬁj&
On the toolbar, click the #2 icon.

The Firmware Update window opens.

In the Tree View, expand the AC Networks element and expand a selected network.

AxTraxPro™ V28.0.2.X

Desktop Client User Guide

213



Firmware Update 1\Panel AC-825IP
Panel Type known on PC.
AC-B25/P AC-825
Are you sure you want to update the fimware of the panel T\Panel AC-325IP 2 ©) Extensions
Fimare files
[Ace25v02_07_19hex -
Address Description System Status FW Wersion Programming Status Mate
o P 1\Panel 2 Unknown “You must tum off the power before pressing ‘0K’ and then tum the power back on.
{3 T\Panel 3 Unknown “You must tum off the power before pressing 'OK and then tum the power back on.
4 1\Panel 4 Unknown You must tum off the power before pressing DK’ and then tum the power back on
5 1\Panel 5 Unknown “You must tum off the power before pressing 'OK’ and then tum the power back on.
6 1\Panel 6 Unknown “You must tum off the power before pressing ‘0K and then tum the power back on.
7 1\Panel 7 Unknown “You must tum off the power before pressing 'OK' and then tum the power back on.
8 T\Panel 8 Unknown “You must tum off the power before pressing ‘0K and then tum the power back on.
9 1\Panel § Unknown “You must tum off the power before pressing ‘0K’ and then tum the power back on.
10 T\Panel 10 Unknown “You must tum off the power before pressing 'OK and then tum the power back on.
11 1\Panel 11 Unknown You must tum off the power before pressing DK’ and then tum the power back on
12 1\Panel 12 Unknown “You must tum off the power before pressing 'OK’ and then tum the power back on.
13 1\Panel 13 Unknown “You must tum off the power before pressing ‘0K and then tum the power back on.
14 1\Panel 14 Unknown “You must tum off the power before pressing 'OK' and then tum the power back on.
15 T\Panel 15 Unknown “You must tum off the power before pressing ‘0K and then tum the power back on.
16 1\Panel 16 Unknown “You must tum off the power before pressing ‘0K’ and then tum the power back on.
B 17 T\Panel 17 Unknown “You must tum off the power before pressing 'OK and then tum the power back on.

4. By default, the main panel is selected to update.

5. From the dropdown, select the HEX file relevant to the panel’s hardware type.

6. If you select Extensions to update an expansion’s firmware, then you must also select which
expansion you wish to update.

Address Description System Status FW Version
2 4'Panel 2 Enable 03_50
13 4\Panel 3 Unknawn

A
You can only select one panel at a time to update.

7. Click OK.
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. The following message is shown if the AC-825IP is a VC MCU type.

Upgrade Firmware *

Firmware update is supported only for VG MCU controllers,

. The following message is shown if the AC-825IP is not a VG MCU type or a VC MCU type.

Firmware Update X

: Found non-VG ACB25 controllers (1)

! - 2\Panel AC-325IP,
This might cause compatibility issues upon upgrading the
system.

[Tox | cance

A progress bar runs at the bottom of the screen until the firmware update is found and then a pop-up
appears stating the update has begun.

m

o The fimware update has started.
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8. To see the progress of the update, select the network in the Tree View and observe the Downloads

column in the Display Area.

Status

Downloads

Download firmware

e 1262 |

The updated finishes when the number of downloads reduces to zero and then no longer appears in
the column. The status of the panel is now “Connected”.

Status

Downloads

Connected

To delete the firmware:

1. Inthe Tree View, expand the AC Networks element and expand a selected network.

2. Select a panel.

3. Click the x icon on the Toolbar.

. After the firmware is deleted you can see the following in the event log:

© il [

Date/Time Location Operator Event Details
& [25/0872021 150812 Server AxTraxPro Firmware Update Succeed T\Panel AC-825IP
' |25/08/2021 15:05:23 Server AxTraxPro Enterto boot 1\Panel AC-8251P
[ 25/0872021 150503 1\Panel AC-825P Server Panel MCU type is not compatible, updating to valid firmware instead Please update the requested firmware again
' 25/08/2021 15:05:02 1\Panel AC-825P Server Nofirmware
i’ 25/0872021 15:05:02 1\Panel AC-825P Server No firmware
EF | 25/08/2021 15:05:02 DESKTOP-69AAS80 p@g.com 1\Panel AC-625IP Firmware Update
£F | 25/08/2021 15:0405 DESKTOP-69AAS80 p@g.com Edit Network AC251P
£ 25/08/2021 15:02:50 DESKTOP-69AAS80 p@g.com Edit Network ACE25IP
' |25/0872021 150337 Server AxTraxPro Disabled Panel 1\Panel 6
! |25/0872021 150337 Server AaTraxPro Disabled Panel 1\Panel 8
' [25/0872021 15:02:37 Server AaTraxPro Disabled Panel 1\Panel 9
| 25/08/2021 15:03:37 Server AaTraxPro Delete Firmuere 1\Panel AC-825P Complete |
& | 25/0872021 150235 Server AxTraxPro Delete Firmware 1\Panel AC-8251P Started
&7 | 2570872021 150235 Server AxTraxbro Enter to boot T\Panel AC-8251P
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Appendix A. Administrator Operations

A.1 Setting the Time and Date

You can select panels by network and reset their date and time to the AxTraxPro server's system date and
time, using the Set Time window.

To reset the panel time:

1. Inthe Tree View, expand the AC Networks element and select a network.

2. On the toolbar, click the B icon.

FC

[& ar2m7 O~ 1333 K

Custom Date./Time

Status DateTime Note | [ Selecar |

3. Select the panels to reset.
4. Click Apply.

The server connects to the panels and sets the time as requested. A dialog confirms the operation.

A.2 Testing User Counters

When using User Counters, it is possible to view the current user count value in each panel that has a
reader designated with the "Deduct User Counter" option.
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To view user counters:
1. Inthe Tree View, select expand the Users element.

2. Select the Visitors element or expand the Department/Users element and select a department.

3. Select a user or visitor in the Display Area.

4. On the toolbar, click the '@ icon.

User Counter B

Pane! Pane! Satus Courter Status CourterValue  Note | selecan

. For a panel to appear in the table, that panel must have at least one reader for which the
Deduct User Counter option on the General tab of the Readers Properties window is

selected.

5. Select the panel(s) you wish to test.

6. Click Test.
A progress bar runs at the bottom of the screen and a confirmation message appears when the test
finishes.
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7. Click OK.

The remaining fields in the table are now populated.

User Counter

Panel Pane! Status Courter Status Courter Value Nete

1'Panel AC-825IP

The User Counter test completed successfully.

[oe ]

A.3 Maintaining the Database

. It is highly recommended that you back up the system database to an external storage device

once a week.

Use the Database window to maintain the system database.

To open the Database window:

1. From the menu bar, select Tools > Database.

Database
Select Database Options

' Backup Now

Backup Now
Backup Folder (PC - vm-dev-v28)

|C:‘-.F‘mgram Data“\Rosslare Securty Products, Inc.\AxTrax Pro%28.0.0.5\Backup

MNote: The Database file name will be appended with _AxTrax1_v23

Browse ...

Backup File Prefix

oK
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following table:

2. From the Select Database Options drop down, select your required option, as described in the

Operation | Description

Periodic Backup

Backup now

Export Configurations and
Events*

Import Configurations*

Import Configurations and
Events

Erase Configuration and
Events*

Limit Panel Events Period

Erase Panel Events

Import earlier database
versions from
AxTraxNG/AxTraxPro

Export Access Events

Run a scheduled backup every specified number of days at the specified
time.

Run a one-time backup immediately.
Copy the contents of the database to the selected folder.

Replace the current configuration based on the imported file.

A user’s photo can also be imported.

Replace the current configuration and events based on the imported file.

Erase the current database configuration and all events.

Automatically erase events when they are older than a specified number of
days.

Before using this option, Rosslare recommends that you set a periodic
backup.

AN
It is recommended to set the value to no more than 91 days.

Erase all events that are older than a specified number of days

Replace the current database

A user’s photo can also be imported.

Copy the Access events content of the database to the selected folder.

*This option is only available in the AxTraxPro PC.

3. Click Browse to search for the file to import or to select the folder to export to.

A
If you wish to import a DB file, the file should be located in the C:\ProgramData\Rosslare
Enterprises Ltd folder. You may need to show all hidden files to see the Program Data

folder.
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The Backup and Export functions add “_AxTrax1_vX" to the end of file name of the
exported or backed up database. The Import Database function executes only with a file

that contains this string at the end of the file name. After a database is imported, the panel

status may change to disabled. If this occurs, the operator should re-enable the panels.

4. Click OK.

A.4 AxTraxPro Options and Preferences

AxTraxPro can be customized to meet the preferences of the operator using the Options window.

To open the Options window:

1. From the menu bar, select Tools > Options.

The Options window has five tabs:

A.4.1 General Tab

General — General startup and presentation settings

The General tab includes presentation connection settings.

Options

General | Lser Custom Fields | Custom Operations | Email Notifications | Company Details |

User Custom Fields — Additional user-defined fields for the User Properties window
Custom Operations — Used to upload users to the system from a text file
Email Notifications — Used to send a notification of selected events to a list of specified emails

Company Details — Site details (name and address) that are displayed on the report

Use Highlight Access Everts

Use Highlight Networks and Panel Status

Known Key
Network Failed Select Color
Al Users ~| [ Select Color | o Fal | Select Color |
Panel not responding Select Color
I (St o
System Events Language
Show Download Success ’519“5*1 Y]
Hide Foreign System Everts on this PC
Show Panels communication problems Cards Presentation
Popup on Lost Communication with Panel Hexadecimal
oK || Canesl
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The General tab contains the following fields:

Field Description

From the Known Key drop down, select the desired option and click Select

Color to display selected user information in a custom picked colored highlight.

Use Highlight Access Events
Click Select Color adjacent to Unknown key to define the highlight color for

unknown keys.

System Events>Show Download | Select to add a message to the event history upon successful system
Success parameters download from the AxTraxPro software to the panel.

System Events>Hide Foreign

. Select to see only local administrator and AxTraxPro Server messages.
System Events on this PC

System Events>Show Panel

L Select to have status indicate panel communication problems
Communication Problems

Select to have a pop-up appear if communication with a panel is lost.
System Events>Pop-up on Lost

Communication with Panel After selecting the check box, disconnect the working panel and wait for a

minute or two to see that the pop-up appears.

Click Select Color adjacent to Network failed to define the highlight color for
Use Highlight Networks and network alarms.

Panel Status Click Select Color adjacent to Panel not responding to define the highlight
color for panel communication errors.

Select the system interface language.

AN
Language Setting the language to Farsi also changes the date format to the
Farsi date format.

Cards Presentation Changes the display of card details to hexadecimal format.
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A.4.2 User Custom Fields

The User Custom Fields tab controls the user-defined fields in the General tab of the User Properties
window.

1

Options =]
| General | User Custom Fields |Custon1 Operations I Email Motifications | Company Details|
Type Description List
S LC =] I
User Default Valid Time User Photo
From Until @ Database
00:00 | 2359 | ©) Edemalfiles [ import from DB |
o G

The User Custom Fields tab contains the following fields:

Field Description
Select the type of field.
Type
If Type is list, click Edit List and enter list items.
Description Type a name for the new field.
List A multiple value text that can be added to a user and use it to select a value

from the list.

Set default start and end time for user access rights using the From and Until

User Default Valid Time )
fields.

Define the default photos to be used:

® Database: Use the User photos save in the database

User Photo ® External files: Use this option to save a large user photo collection external
from the database

® Export from DB: Click to export existing photos from the database to an
external folder
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A.4.3 Custom Operations

The Custom Operations tab is used to upload user data to the system from a text file and to set the

shared database option.

Options

Location:

General User Custom Fields Custom Operations  Email Notifications  Company Details
Import User Data from Custom File

| | Browse...

|
Period
thours)
' means no impart
Shared Database
[ Share

Last Import

0K || Cancel

The Custom Operations tab contains the following fields:

Import User Data from Custom
File

Shared Database > AxTraxPro to
Shared Database

This option allows you to import visitor user data from a text (*.txt) file.

The data imported is for the following fields: User Number, Last Name, First
Name, Employment Date in dd/mm/yy format, Validity Date (optional).

A" separation must be between the values. Each visitor should be in a new
line of the text file.

Select the location of the file to import/export by using Browse.

From the Period box, select the time period.

The period is the time between import processes in hours where ‘0’ means the
import is only in manual operation.

Click Import to create a database from the above data from which the data can
be shared by an external program.
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A.4.4 Email Notifications

The Email Notifications tab is used to send a notification of selected events to a list of specified emails.

Options n

General User Custom Fields Custom Operations  Email Notffications  Company Details

Enabled
Recipients

|)'ani\r.tza @f .com kjds@ds .com|

Events

Access Granted — Any User [ Access Granted - Selected User

[] Access Denied - Any User [] Access Denied - Selected User

1 Alams [ Lockdown

] Panel Connection lssuss * Enable netifications for a user on a user form

[ ok ]| Ccance

Enter the email addresses of your recipient(s) and select the events for which you wish them to receive
notifications.

AN
In order to use email notifications, you must configure the SMTP settings (see Notification
Settings).
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A.4.5 Company Details

The Company Details tab displays the name and address that are displayed on reports.

Options
General User Custom Fields Custom Operations  Email Motifications Company Details

Comparry

|Hosslare

Address

Image

Remove

Immediate Reports

Limit Last Known Position/Muster Reports For The Last Hours

0K | Cancel
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A.5 Importing/Exporting User Data

Import Data

(@ Import users properties from an extemal file to AxTrax Pro

(O Export user properties from Ax Trax Pro to an extemal file

Data Type

Excel Workbook = *xls  ~

Excel Fie
Location.
Browse
Excel Fi Columns
[ *A' - User# ndex field) [ F - Access Group [ -Fax [ - Tite [ v - Identfication
[ '8~ First Hame [ G - From (Valid date) O v -Emai [ © - Notes [ V" —Car Parking Group
[ 'C - Last Name [ - Untl (Vald date) [ M- Address [ R~ PINCode [ W'~ Card+Card Group
[ 'D’ - Middle Name [ - Telephone [] 'N'-Home Telephone [ *5'~Card Number [ ' - Site Code
[ °E - Depatment [ '~ Mabile [ 0 - Car Registration [ T - Faciity Code [ - lssue Number
Card Type
Wiegand 26 bits
Started from
S Departments Access Groups Car Parking Groups Card+Card Groups
5 Impart Departments? Impart Access Groups? Impart Car Parking Groups? Impart Card+Card Groups?
® Yes O No ® Yes O No ® Yes O No ® Yes O Mo
User Number started from Waming! Car Parking Group cant be
] created automaticaly!
Generd Unauthonized Nene Nene
oK Cancel

The Import/Export Data window makes it possible to import/export user information into/from the
AxTraxPro database from/to a standard spreadsheet file.

To import/export user data:

1. From the menu bar, select Tools > Import/Export Data.
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2. Set the import/export options according to the field descriptions in the following table:

Import Users properties from
external file into AxTraxPro

Export Users properties from
AxTraxPro into external file

Data Type

Location

Excel File Columns

Excel file Row

User number started from

Import Departments?

Department

Import Access Groups?

Access Groups

Import Car Parking Groups?

Car Parking Groups

Import Card+Card Groups?

Card+Card Groups

Select this option to import user properties

Select this option to export user properties

Select the type of data file to import/export.
Select the location of the file to import/export by using Browse.
Select the check boxes of the columns to be imported or exported.

Data in each column (A-T) are imported or exported as listed.

AN
When exporting the Notes field (Column Q), only the first 256
characters are included.

Enter the first row of user data in the spreadsheet.

Enter the number from which to start assigning unique system user
numbers.

Select Yes to import new departments into the AxTraxPro database.
Select No to import users without their departments.
Select the department to assign to the imported users.

This box is only active when the No option is selected in the Import
Departments option.

Select Yes to import new access groups into the AxTraxPro database.
Select No to import users without their access groups.
Select the access group to assign to the imported users.

This box is only active when the No option is selected in the import access
group option.

Select Yes to import new car parking groups into the AxTraxPro database.
Select No to import users without their car parking groups.
Select the car parking group to assign to the imported users.

This box is only active when the No option is selected in the import car
parking group option.

Select Yes to import new card+card groups into the AxTraxPro database.
Select No to import users without their card+card groups.
Select the card+card group to assign to the imported users.

This box is only active when the No option is selected in the import
card+card group option.
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3. Click OK.

A.6 Notification Settings

Use Notification Settings to set the SMTP configuration, view the reports directory, and set the static IP
option.

* Email Settings >
Host: Email Settings Status:
Port: 03
UserName:
Password: Failed
Require S5L: Validate SSL
oK Cancel

To set the Notification Settings:

1. From the menu bar, select Tools > Notification Settings.

2. Set the options according to the field descriptions in the following table:

SMTP Settings > Host The address of your SMTP server
SMTP Settings > Port The port of your SMTP server

SMTP Settings > User Name The account name of your SMTP server
SMTP Settings > Password The password of the account

SMTP Settings > Require SSL Check if you want your SMTP server to be secured

3. Click OK.

A.7 Conversion Tables

A conversion table converts the alphanumeric character on a license plate to a binary number that can
then be understood by the relevant reader as a Wiegand input.
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To create a conversion table:

1. From the menu bar, select Tools > Conversion Tables.

Conversion Tables X
s+ )
| Search ‘
(o] | Description
[ * |1 Hikvision_DS-2CD4A26FWD-IZS_FW_v5.4.5 -
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2. 0On the toolbar, click the + icon.

The window closes and the new conversion table appears in the Display Area.

ﬁ

Description ‘0 |
Valid Separators ‘ |
Number of Bits (NOB) |1 H

Pad Feroes On The Right [

Alphanumeric Character | Mumeric Value Binary Value |

0 -

Cancel

3. Set the conversion table options according to the field descriptions in the following table:

Field Description

Description

The name of the conversion table

Valid Separators

Enter the separator that appears in the license plate.

" u

A typical example is

Number of Bits (NOB)

Enter the number of bits that each alphanumeric character uses

Pad Zeroes on the Right

Check if you wish to replace any unused bits in the chosen Wiegand format
with zeroes on the right of the Wiegand code.

Alphanumeric Character

The alphanumeric character appearing on the license plate

AxTraxPro™ v28.0.2.X
Desktop Client User Guide

231



Numeric Value The numeric value given to the above alphanumeric character
Binary Value The binary value given to the above alphanumeric character
4. Click OK.
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Appendix B. Configuring a Network

The AxTraxPro Server connects to access control units by a serial connection, a TCP/IP connection.

B.1 TCP/IP Connection

To connect access control panels to AxTraxPro over a TCP/IP LAN or WAN, the use of a TCP/IP to Serial
converter is required, unless the panel has an onboard TCP-IP connection (AC-225IP).

Each TCP/IP connection can support up to multiple access control panels that are connected to each
other using RS-485 (up to 32 AC-215, AC-215IP, AC-225, or AC-425 panels, or up to 12 extensions with the

AC-825IP panel).
. The recommended RS-485 cable is a shielded twisted pair (22 AWG).

The hardware used to connect to the TCP/IP network may be the MD-N32, which is a serial to Ethernet
converter, or the onboard converter of the AC-225IP.

To configure a TCP/IP connection to a network:

1. Inthe Tree View, click AC Networks.

2. Onthe toolbar, click the |#¥=| icon.

3. Set the Network type as TCP/IP.

. If you want to work with Remote, select Remote (WAN) in the TCP/IP Network window, and
add the WAN IP Address of the PC.
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4. Click Configuration.

TCP/IP Configuration =

MAC Address Status Configuration Version Corfiguration
D050 qured Gateway Type Serial Speed
O0:50C278AT-AB | Avaiable Configured 52 [MDIP320rboard  ~] (9600 -]
00:08:DC:54:81:A9 Available Corfigured 1.1.2dev IP Address Port

192 168 . 10 . 47 1001

Subnet Address Gateway Address

| 255.255 .255. 0 | [132.168. 10 . 1
Search Options
@ Al Networks
©) Direct MAC Address [oo 00000000 00
() Direct IP Address | ) ) |

[ ok ][ canca |

The upper left window lists all TCP/IP converters connected to the local network, identified by their
MAC address, and indicates if they have been previously assigned to a network or not.

5. From the MD-N32 list (the MD-N32's MAC address should be labeled on the TCP/IP converter), select
the appropriate MAC address.

6. In Gateway Type, select the type of TCP/IP converter (MD-N32, MD-IP32 Onboard, or any other valid
option).

For an AC-825IP panel, the IP module should be configured to the AxTraxPro server. Even if the IP
module was configured before, you need to click Apply to configure with the server and then click OK
to add the AC-825IP network.

7. Enter the IP address and subnet address for the control panel's network.

8. Select the serial speed of your connection and enter the port number. It is recommended to select a
higher value port number (4001 or higher). Note that the selected should not end with zeros (prefer
setting Port value of 4243 rather than 4200). This avoids colliding with port addresses reserved for
various equipment installed on the same network.

9. Enter the default gateway address of the control panel's network.

10. Click OK to start the verification process.

11. Turn off the MD-N32 power (or panel power if using the onboard module, such as MD-IP32), and then
turn the power on again. This step is necessary when using certain versions of MD-N32 or MD-IP32
models. Skip this step if not applicable.

12. If configuration applies to a WAN network, disconnect the configured unit from the local network, and
reconnect to the WAN network and access control panels network working over the WAN.
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Appendix C. Configuring User Counters

You can use the User Counter options to limit the number of entrances of a particular user. This is done
using the Counter option that appears on the User Properties window.

To configure user counters:

1. Select the General tab of the User Properties window either as part of the procedure of adding a new
user or select an existing user.

2. Onthe toolbar, click the |¥=| icon.

In the Counter section of the User Properties window, select Enable.

4. Select Set New Counter and specify the number of allowed entrances for the user using the Counter

Value box.
Cournter
Enable Cournter Value
SetMewCourter 1 [3] (1to1000)
5. Click OK.

6. Select the General tab of the Reader Properties.
7. Inthe Details section, select Deduct User counter.
Deduct User Counter

8. Click OK.

C.1 Resetting Counter on Panel Re-enable

There is an additional counter option that allows you to reset the user counter to its starting value in the
event that a panel is disconnected and then reconnected again.

If this option is not used, then upon panel re-enable, the user counter continues with its
previous value prior to having that panel disabled.

To reset the user counter on panel re-enable:

1. Inthe Tree View, expand the AC Networks element.

2. Select a network.
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3. On the toolbar, click the F' icon.
4. Select the Options tab.

5. Select Set new counter.

|ser Counter on re-enable the panel
Set new counter

6. Click OK.
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Appendix D. Controlling the Door Manually

The Manual Door Operation window allows an operator to open or close a selected group of doors
directly.

To manually open or close a door:

1. Inthe Tree View, expand the AC Networks element.
2. Expand a network and expand a panel.

3. Select Doors.

4. On the toolbar, click the . icon.

Options
() Open momentarily (closed by timer) 0:04 |4 (min:sec)
() Open permanently (closed by Close output and retum to default mode’)
@ Close output and retum to default mode

Location Description Details [ Select All ]
[ 1\Panel 1 [ 1\Panel 1\Door | Defautt [ Seeatons |
| 1\Panel 2 | 1\Panel 2\Door | Defautt Select Nane

5. Sort the listed panels/doors in regular or reverse order, by clicking the column header with the left

mouse button.
6. Select an option:
Open momentarily — Open all selected doors for the time set in the timer box
Open permanently — Opens all selected doors
Close output — Closes all selected doors and returns control to AxTraxPro

7. Select the checkboxes of those doors to which to apply the operation.

8. Click Apply.
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If the Manual Output Operation to open a door is set to disable, the door can still be
opened in a Status Map, see Manually Opening a Door from Status Map.
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Appendix E. Enrolling a Face from a Terminal

. The information in this appendix refers to the AY-B9350 biometric terminal. The instructions
to use a biometric terminal to enroll a face from a 3™ party vendor is found in a dedicated

setup guide.

This option is available for users connected to a terminal.

To enroll a face using a terminal:

1. Be sure the biometric terminal is connected.
2. Inthe Tree View, expand the Users element.

3. Expand the Departments/Users element and select the relevant department.

4. Select the user and click the [#=] icon.

5. On the Credentials tab in the Users Properties window (Section Credentials Tab), click Enroll Face

from Terminal.

£ Face Enrollment >

r -1

= =

AY-BI350 = | Enroll

| Cancel

6. Select the enrollment source.
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7. Click Enroll.

The left box shows the status while the right box shows how much time you have left to enroll your
face.

Enrcllment started... 00:01:06

8. Stand in front of the terminal, wait until your face is identified, and follow the onscreen instructions.

Once the face is enrolled, the left box displays a success message.
9. Click OK.
The window closes and the new fingerprint appears in the Details area.

10. Click OK in the Users Properties window to accept the face credential.
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Appendix F. Enrolling a User’s Fingerprint

. The information in this appendix refers to Rosslare BIO8000 and BIO9000 biometric series.
The instructions to use a biometric terminal to enroll a user fingerprint from a 3" party vendor
is found in a dedicated setup guide.

. If using DR-B9000 desktop Fingerprint scanner you have to install a dedicated driver to your
Windows PC.

This option is available for users who need to use a biometric terminal.

To enroll a user’s fingerprint using a biometric reader:

Be sure the biometric terminal is connected.

—_

2. Inthe Tree View, expand the Users element.

3. Expand the Departments/Users element and select the relevant department.

4. Select the user and click the |¥=| icon.

5. On the Credentials tab in the Users Properties window (see Credentials Tab), click Add from a
Fingerprint Reader.
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Enrollment Device

(@) Desktop Reader (_) Terminal
p

Wiegand Format

| Wiegand 26 Bits |~ |

{

Select device

6. Select the enrollment source (Enrollment Device).

. If using Desktop Fingerprint scanner you will have 2-step enrollment process in addition to
a live Fingerprint image

7. Select the finger that you want to enroll.

8. Click Enroll. You should see the screen shown below. Follow the instructions on the screen for

successful enrollment.

AxTraxPro™ V28.0.2.X
Desktop Client User Guide

242



& Desktop reader two step enrollment process

1. Press the Scan button
2. Place finger on the sensor - Scan 1
3. Lift the finger from the sensor

4. Place finger on the sensor - Scan 2

Scan timeout 0 110

Status

Enrollment started...

Scan

| Cancel |

9. Press the Scan button.

10. Place finger on the sensor — Scan 1.

11. Lift the finger from the sensor. Wait 3 seconds.

AxTraxPro™ v28.0.2.X
Desktop Client User Guide

243



12. Place finger on the sensor — Scan 2.

You should see that the finger was read successfully as shown below.

1. Press the Scan button
2. Place finger on the sensor - Scan 1

3. Lift the finger from the sensor

-

4. Place finger on the sensor - Scan 2

Scan timeout 0 110

Status

SUCCESS

Cancel

OK

13. Click OK.

The window closes and the new fingerprint appears in the Details area.

Credential Type

Fingerprint | - |

14. Click OK in the Users Properties window to accept the fingerprint.
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Appendix G. Enrolling a License Plate

This option allows you to convert alphanumeric characters read by a third-party camera to a Wiegand
format using a user-defined conversion table that is understood by the AxTraxPro system.

To enroll a license plate:

1. Inthe Tree View, expand the Users element.

2. Expand the Departments/Users element and select the relevant department.

3. Select the user and click the |¥=| icon.
4. On the Credentials tab in the Users Properties window (see Credentials Tab), click Enroll from License
Plate.

Enroll License Plate n

Conversion Table: | Hikvision_DS-2CD4A26FWD-. - |

Wiegand Format: |'|||'I.“|egand 64 Bits b |

License Plate: | |

[ ok | | cancel

5. Select the conversion table (see Conversion Tables).
6. Enter the license plate number.

7. Click OK.
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Appendix H. Help Menu

The Help menu has four options:

H.1 About

The About window displays software, firmware, and database versions, the current operator, and

licensing information.

I [j About

AxTraxPro Access Control System

Software 28.0.1.5

Firmware: Eac215v04_08_23 Bootoader: bt_ac215IPw3_00
ac2158v05_03_00 btl_ac225v_01_02
ac225v05_03_00 bt_ac425v_02_01
3c425v05_03_00 bt_Rev.Bv04_01
acB25v03_04_00 btl_ac825v_01_04..._02_05
¥305v04.05.00

S0L Server database: 23

Current operator: Administrator

Copyright® 2022 - Rossiare Bnferprises L id.
Warning: This computer program is protected by copyright law and international treaties.

Unauthorized reproduction or distribution of this program, or any portion of it, may result in
severe dvil and criminal penalties, and will be prosecuted to the maximum extent possible

under law.

H.2 User Manual

Clicking User Manual opens the user manual for AxTraxPro.
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H.3 AxTraxPro

The License window is used to see information about the current license and to activate a new license.

H.3.1 General Information about AxTraxPro and the License

Agreement

To read plan details:

Product Activation

1. From the menu bar, select Help > License.

2. Click the General tab.

i [j License
General ]I Activation
Package Details
Package: Basic

License Information

License Order Mumber Mone
Mumber of Access points &a00
Mumber of biometric readers Unlimited
Hikvision Biometric terminals Enabled
Mumber of Door Interlock Groups 100
Lockdown 100 Groups
Mumber of operators 100
Mumber of Web Client and Mobile App Local Operators 100
Mumber of HikVision DVR servers 2
Mumber of Hikvision cameras 3
Mumber of Dahua DVR. servers 4
MNumber of Dahua cameras 44
Milestone XProtect Plugin Disabled
License Agreement Download License
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To read the License Agreement:

1. Inthe General tab window, click License Agreement.

[i License

General Activation

Package Details
Package:

Basic

License Information

License Order Mumber Mone
Mumber of Access points 40
Mumber of biometric readers Unlimited
Third-party biometric terminals Disabled
Mumber of Door Interlock Groups 40
Lockdown 50 Groups
Mumber of operators 50
Mumber of Web Client Local Operators 50
Mumber of HikVision DVR. servers 2
Mumber of Hikvision cameras 16
Mumber of Dahua DVR servers 2
Mumber of Dahua cameras 16
License Agreement Downlead License

AN
The License Agreement is shown in a pop-up window.
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To download the current activated license:

1. Inthe General tab window, click Download License.

[i License

General Activation

Package Details

Package: Basic

License Information

License Order Mumber Mone
Mumber of Access points 40
Mumber of biometric readers Unlimited
Third-party biometric terminals Disabled
Mumber of Door Interlock Groups 40
Lockdown 50 Groups
Mumber of operators 50
Mumber of Web Client Local Operators 50
Mumber of HikVision DVR. servers 2
Mumber of Hikvision cameras 16
Mumber of Dahua DVR servers 2
Mumber of Dahua cameras 16
License Agreement Downlead License

2. Browse to a location to save the file.
3. Click Save.
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H.3.2 Activating AxTraxPro Desktop Client

To activate AxTraxPro on a PC, it is necessary to have a license key. The activation procedure is given
below.

A
After the installation a Basic Plan license is embedded in the software.

Downloading and sending the Hardware ID to Rosslare:

1. From the menu bar, select Help > License.
2. Click the Activation tab.
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i [j License >
‘ General ( Activation |
Unique System Indentifier
Hardware ID: SE4d-BD4A-5FD3-7D51-DFFF-C278B

The Hardgware ID used fo generate the fcense key. Gick Download” fo save
the key on your focal drive.

License Activation

Licenze Key File: | | e |

The Hardware ID is automatically populated.

3. Click Download.

4. Browse 1o a location to save the file.

A
Save the (xxx.license) file on your PC where it can be easily accessed.

Click Save.

6. Send the Hardware ID to Rosslare with a request to receive a License Key File.
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Activating Rosslare on a PC:

1. Un-zip the License Key File received from Rosslare.
2. Save the file (xxx.license) on your PC where it can be easily accessed.

3. Click [_== | to locate the License Key File.

4. Double-click the License Key File.
5. Click Activate.

H.4 Feedback

Use the form on the Feedback window to send feedback to Rosslare.

AN
In order to use the Feedback form, you must configure the SMTP settings (see Notification
Settings).

Feedback x
&

=T PRODUCTS

Please fill in your requests or comments:

Support Email

Please select & region -

Contact Info

— !

Pe— \

Email [ |
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Appendix I. Opening a Program in Windows’ Firewall

To open a port in Windows' firewall:

1. Open the Control Panel.

2. Click the Windows Firewall category.

ﬂ' Windows Firewall

3. Click Advanced settings in the left column of the Windows Firewall window.

Control Panel Home

Allow a program or feature
through Windows Firewall

'@' Change notification settings

'@' Turn Windows Firewall on or
off

'@ Restore defaults
'@ Advanced settjngs
Troubleshoot Wy network

4. Inthe console tree on the left, click Inbound Rules.

@ Windows Firewall with Advancs
Inbound-Rules
&Y Outbourid Rules
E"!., Connection Security Rules

[ ';_'.li Monitoring
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5. Inthe right column, click New Rule.

Inbound Rules
Mew Rule... )
Filter by Pmi;rg

Filter by State

4« <E

Filter by Group
Yiew

Refresh

Export List...

BB

Help

Skype
¥ Disable Rule

,:g Cut

5= Copy
x Delete
B Properties

E Help

- T v v

6. Make sure that Program is selected.

What type of nule would you like to create?

@ Program

Rule that contrals connections for a program.
) Port

Rule that contrals connections fora TCP or UDP port.
) Predefined-

BranchCache - Contert Retrieval (Uses HTTF)

Rule that controls connections for a Windows experence.
(") Custom
Custom rule.
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7. Click Next

Dioes this rule applhy to all programs or a specific program?

Z) Al programs
Rule applies to all connections on the computer that match other nule properties.

@ This program path:

| Browse. ..

Bxample: cpath\program exe
“%ProgramFiles *."browser\browser exe

8. Make sure that This program path is selected.

9. Click Browse and locate the AxtraxServerService.exe file, which is located in C:\Program Files
(x86)\Rosslare\AxTraxPro Server.

10. Click Next.

What action should be taken when a connection matches the specified conditions?

@ Allow the connection
This includes connections that are protected with IPsec as well as those are not.

(71 Mlow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections

will be secured using the settings in IPsec properties and rules in the Connection Security
Fule node.
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11. Make sure that Allow the connection is selected.

12. Click Next.

When does this ule apphy?

Domain
Applies when a computer is connected to its corporate domain.

Private
Applies when a computer is connected to a private network location.

Public
Applies when a computer is connected to a public network location.

13. Make sure all three check boxes are selected.

14. Click Next.

Mame:

Description (optional):

15. Enter a name of the rule, such as “Pro Server” and click Finish.

Appendix J. WAN Connection Troubleshooting

This appendix presents three scenarios of a server connection problem.
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J.1 Server is Down or Wrong IP and Port Configuration

When starting the AxTraxPro Client, the following error notification appears:

[ Comnecbonfaiene |

Wrong server address, Press OK to close the Client
and to open Configuration Tool.

Click OK to close the AxTraxPro client and start the AxTraxPro Configuration tool.
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J.2 Server is Down or Network Failure between AxTraxPro
Client and AxTraxPro Server

The Events log shows a communication error:

;vuhg-,p

Date/Time Location Operator Event

E! 04/08/2014 03:31:16 Server Information Il Communication Established

! |04/09/2014 0931116 Server Event || communication Established

E! 04/08/2014 03:31:16 Request From Server .Necuvermg Lommunication

E! 04/09/2014 09:31:16 Event From Server Recovering Cemmunication

E! 04,/08/2014 03:30:46 Request From Server Recovering Communication

E! 04/09/2014 09:30:46 Event From Server Recovering Cemmunication

E! 04,/08/2014 09:30:18 Server Information OmMmunICation Establisnment raile
E! 04/09/2014 09:30:18 Server Event Communication Establishment Failed
E! 04/08/2014 03:30:16 Request From Server Recovering Communication

Check if the server is down. Check if its address was changed or if the network connection has errors.

J.3 IP + Port Setting are Fine but Client Does Not Start

Check the following possible firewall problems:

* Check firewall for server PC

* Check firewall for client PC

* Check firewall to Server network

* Check firewall to Client network
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