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Notice and Disclaimer

This manual’s sole purpose is to assist installers and/or users in the safe and efficient installation and
usage of the system and/or product, and/or software described herein.

n Before attempting to install and/or use the system, the installer and the user must read this
manual and become familiar with all safety requirements and operating procedures.

* The system must not be used for purposes other than those for which it was designed.

The use of the software associated with the system and/or product, if applicable, is subject to the
terms of the license provided as part of the purchase documents.

This manual describes the maximum configuration of the system with the maximum number of
functions, including future options. Therefore, not all functions described in this manual may be
available in the specific system and/or product configuration you purchased.

Incorrect operation or installation, or failure of the user to effectively maintain the system, relieves the
manufacturer (and seller) from all or any responsibility for consequent noncompliance, damage, or
injury.

The text, images and graphics contained in the manual are for the purpose of illustration and reference
only.

* All data contained herein subject to change without prior notice.

In no event shall manufacturer be liable for any special, direct, indirect, incidental, consequential,
exemplary, or punitive damages (including, without limitation, any and all damages from business
interruption, loss of profits or revenue, cost of capital or loss of use of any property or capital or injury).
All graphics in this manual are for reference only, some deviation between the image(s) and the actual
product may occur.

* All wiring diagrams are intended for reference only, the photograph of the PCB(s) are intended for
clearer illustration and understanding of the product and may differ from the actual PCB(s).
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1. Prerequisites

1.1. Software

1.1.1. AxTraxPro

* A functioning AxTraxPro Installation version 28.0.2.7 or above

* AxTraxPro Plugin for XProtect installer (“Setup AxTraxPro Integration for Milestone XProtect
VMS.exe").

1.1.2. Milestone XProtect Management Client

® Server running Milestone XProtect version 2023R1 or later.

* Compatible XProtect product (see information below)

XProtect Access compatibility chart

L XProtect . XProtect Husky Husky
MG s L R Essentials Lrofessional& o o @ ete & Expert M20&MS50 M500 & M550
Express series

Unites access control and video for ’ﬂD"'KO'iﬂg access events J J 7 7
and controlling access points.

XProtect Access

Note: Husky NVR units are comparible with XProtect Access Control Module, which has all major funcrionality of XProtect Access

1.2. Licensing

1.2.1. AxTraxPro
To find license information:

1. View the AxTraxPro Standard Level.
2. View the AxTraxPro Milestone XProtect Plugin

AxTraxPro™ V1.0.0.0 Integration for
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1.2.2. XProtect Access

To find license information:

1. Inthe Management Application, view the the MIP Plug-ins section.

2. Inthe Management Client, view the license overview page.

1.2.3. Individual doors

To find license information:

1. Open the Access Control system integration properties.

2. Click Door and Associated Cameras.

1.2.4. Trial license
* For XProtect Express+, XProtect Professional+, XProtect Corporate, and XProtect Expert products,
XProtect Access offers a 30-day trial license for all newly added doors.

* For XProtect Professional and XProtect Express products, XProtect Access offers a 30-day trial
license for up to three doors.

* Unlicensed doors stay in your system with the following limitations:
* you will not be able to view events and status for unlicensed doors.

* you cannot lock, unlock, or perform other commands on unlicensed doors.

2. Installing the AxTraxPro Integration for Milestone
XProtect VMS Plugin

1. On the server hosting the Milestone Management server and Milestone Event Server, run the following
provided file:
AxTraxPro Integration for Milestone XProtect VMS.exe

2. Follow the instructions displayed.
During installation, the installer restarts the Milestone XProtect Event Server Service.

To uninstall the plugin:

1. Stop the Milestone Event Server Service

2. In Add or remove programs, uninstall the application.

AxTraxPro™ V1.0.0.0 Integration for
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3. Configuring the Milestone XProtect Management
Client Access Control System

3.1. First Connection

1. Inthe Milestone XProtect Management Client, click Access Control, then in the secondary panel right-
click Access Control and click Create new.

e e Access Control:

Connecton Connecton
Enabe Name  Saws  iomaton

AxTraxPro™ V1.0.0.0 Integration for
Milestone XProtect VMS User Guide



ROSSINR=

2. Inthe Name field, enter a name for the Integration.

Create Access Control System Integration n

Create access control system integration

MNarne the access control system integration, select the integration plug-in and enter the connection details.

Marne: AxTraxPro Serve
Integration plug-in: AxTraxPro™ Integration for Milestone XProtect® VMS -

|
Address: | |
|
|

Server Port: [3006
Server Identification Port: 3000

3. Click Integration plug-in and select AxTraxPro Integration for Milestone XProtect VMS.

4. Fillin the following fields:

Address - IP address of the AxTraxPro server.

Server Port - the port used to connect to AxTraxPro Web-Server (default: 3006). See AxTraxPro™
Desktop Client User Guide, section Configuring the AxTraxPro web server.

Server Identification port - the port used to connect to AxTraxPro Web-Server Identification

(default:3000)

5. Click Next. The plug- connects to the AxTraxPro Server. If configuration retrieval succeeded, you will
see a list showing all items used by the access control system.

AxTraxPro™ V1.0.0.0 Integration for
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Create Access Control System Integration n

Connecting to the access control system...

Collecting configuration data...
_____________________________________________________________________|

Configuration successfully received from access control systern.

Added:
Doors  (12)
Servers (1)
Events (11)
Commands (4)
States  (T)

4 4 4 4 A

| Previcus || Mext || Cancel

6. Click Next and proceed to the next section (Associating Cameras).
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3.2. Associating Cameras

To associate cameras to your access control system card readers:

1. Drag cameras to the required access points as described in the Associate Cameras window.

Create Access Control System Integration

Associate cameras

Drag cameras to the access points for each door in the list. The associated cameras are used in the XProtect Smart

Client when access control events related to one of the door's access points are triggered.

Doors:

=

Marme Enabled
T\Panel 2\Door 1

License

=

1WPanel 2\Docr 2

1\Panel AC-825IF\Door 1
T\Panel AC-825IP\Door 2

Pending

1\Panel AC-825IF\Door 3

T\Panel AC-8251P\Door 4

TWPanel AC-8251P\Door 3

14Panel AC-8251P\Door 6

1\Panel AC-825IP\Door 7

T\Panel AC-8251P\Door 8

£

Cameras:

SKTOP-080B58L
Camera Group 1

cﬁw HikVision D5-2DE2204IW-DE3 (192.168.10.185) - Ce

>

Previcus || Mext || Cancel
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2. Click Next.
Create Access Control System Integration n

You have successfully completed the access control system integration

Your XProtect Smart Client users can now maonitor access control events, See the help system for how to optimize the
KProtect Smart Client for access control system integration.

You can edit the integration settings in the access control system properties, if you, for example, update the access
contral systern.

3. Click Close.

3.3. General Settings

To configure the following recommended settings:

1. Inthe Milestone XProtect Management Client, click Access Control and click AxTraxPro Server.

© Milestone XProtect Man t Cient 2023 R1 - X

File View Action Mainten:

B9 oem

S —r e -
g DESKTOP-0808S8L - (23.1) .
10 Basics General settings

Enable

Name: [AxTraxPro Server

it

Integration phug-in: | AxTraxPro™ Integration for Milestone XProtect® VMS (Version: 1.0.0.0, 1.0)

e -

Server Port: (3006

‘Server Identiication Port. (3000

Clientid: [2xtraxpro api-

Clent scret:

Soope: [api

‘Timeout before commands execution (s): 5.
(1000

Cardholder image override enabled:

8 Basic Users
Q) System Dashboard
™V1.0.0.01 ion f 11
AxTraxPro .0.0.0 Integration for
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2. Configure the following fields:

Client secret - if you updated the AxTraxPro web-server secret (refer to AxTraxPro Web Client User
Guide), update the new secret key here.

Timeout before commands execution(s) - set the timeout for execution commands from the
Milestone client to the AxTraxPro Server.

Number of users are displayed — the number of cardholders that will be displayed on each page.

3.4. Refreshing the Configuration

If you add or remove elements in AxTraxPro, you must refresh the configuration in the Milestone XProtect
Management Client for the changes to take effect.

To refresh the configuration:

1. Inthe AxTraxPro Plugin, click Properties, click General Settings and click Refresh Configuration.

N
Refreshing the configuration can cause doors to go from licensed to unlicensed and vice
versa. It is recommended to click Doors and Associated Cameras and review for changes.

3.5. Saving Settings

1. If you changed the configuration, a popup to enter the current password appears. If you have not
modified the web server secret, click Enter.

Enter current password >

Selecting Enter will also save the current access control
configuration,

Client secret: |

4. Milestone XProtect Client

On the Milestone XProtect Management Client, click Access Control.
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There are three tabs for accessing the following items:

Events - live events from AxTraxPro

Doors - list of connected doors from AxTraxPro

* Cardholders - list of cardholders (users) from AxTraxPro

4.1. Events
In the events list, you can:

* search events per cardholder using the cardholder search box.

click an event to load the connected camera

* sort events by event type, selected door or cardholder.

AxTraxPro™ V1.0.0.0 Integration for
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Views Search Alarm Manager Access Control

Access control administration

DB oo Corchoiders

Live update *  Allevents v All doors +

Source Cardholder
ADoor 4
SIP\Door 4 Ham Mah

User# 20
User#5

Norelated cameras.

User#27

User# 18

User #30

AccessGranted

User# 12
T

User# 16
1PDoor 5

Door-Opened \Panel or's User # 18
AccessGranted 1\Panel AC-825IP\Door 5 User # 18 General

4.2. Doors

In the doors list, you can view video streams (if configured) and send commands to a door.
‘Expovls’ Search Alarm Manager Access Control 10:15:06

Access control administration

Door v Allstates ¥ Alldoors *
Name. State n DS-2DE22041W-DE3 (192.168.10.185) - Camera 1

1\Panel AC-8251P\Door il Closed, Locked
1\Panel AC-8251P\Door Kl Locked

Unlock Open

1\Panel AC-825IP\Door 4

Type

1. Select a door to view live video stream and send the following commands to the door:

Lock - close the door's output if the door is currently open.

Unlock — unlock the door permanently.

AxTraxPro™ V1.0.0.0 Integration for
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Open - open the door for 4 seconds.

Close - close the door's output if the door is currently open.

2. Click the state to change the door status (if the command was created by AxTraxPro Server).

]
Events Cardholders

EEPTI -

Door *  All states Alldoors ™

MName State

T\Panel AC-825IP\Door m Open, Unlocked

1\Panel AC-825IP\Door [al Closed, Locked

AxTraxPro™ V1.0.0.0 Integration for
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4.3. CardHolders

In the Cardholders list, you can view a cardholder’s data, image and associated events.

Search Alarm Manager Access Control 102145 &

Acces controladministation. 2]

User#771

75
User#776
= View cardholder events

All product names, logos, and brands are property of their respective owners.

DISCLAIMER: The data contained within Rosslare’s materials or documentation is intended to provide only general information about products available for purchase from Rosslare
Enterprises Ltd. and its associated companies (“Rosslare”). Reasonable efforts have been made to ensure the accuracy of this information. However, it might contain typographic
errors, inaccuracies, or omissions that may relate to product descriptions, visual pictures, specifications, and other details. All technical specifications weights, measures and colors
shown, are best approximations. Rosslare can not be held responsible and assumes no legal liability for the accuracy or completeness of the information provided. Rosslare reserves
the right to change, delete, or otherwise modify the information, which is represented, at any time, without any prior notice.
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